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QUESTION 1

Elaine is conducting an AAR after a hacker managed to breach the network security and steal data from the database
server. Which of the following should not be part of the AAR? 

A. Getting input from multiple perspectives 

B. Describe what happened 

C. Remain unbiased 

D. Assessing who is responsible for the breach 

Correct Answer: D 

Assessing blame is counter productive. You do not want blame to be part of the process of the AAR. 

Answer option C is incorrect. Any biases will keep you from seeing all the possible solutions. It is impossible to conduct
a good AAR unless you are unbiased. 

Answer option A is incorrect. The more perspectives that provide input, the more likely that creative answers are likely to
be found. Answer option B is incorrect. The first step in an AAR is to accurately and completely describe what
happened. 

 

QUESTION 2

Which of the following processes is used to ensure that standardized methods and procedures are used for efficient
handling of all changes? 

A. Exception management 

B. Configuration Management 

C. Risk Management 

D. Change Management 

Correct Answer: D 

Change Management is used to ensure that standardized methods and procedures are used for efficient handling of all
changes. A change is "an event that results in a new status of one or more configuration items (CIs)" approved by
management, cost effective, enhances business process changes (fixes) - with a minimum risk to IT infrastructure. The
main aims of Change Management are as follows: 

Minimal disruption of services 

Reduction in back-out activities 

Economic utilization of resources involved in the change Answer option B is incorrect. Configuration Management (CM)
is an Information Technology Infrastructure Library (ITIL) IT Service Management (ITSM) process. It tracks all of the
individual Configuration Items (CI) in an IT system, which may be as simple as a single server, or as complex as the
entire IT department. In large organizations a configuration manager may be appointed to oversee and manage the CM
process. 
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Answer option A is incorrect. Exception management is a process in which experienced personnel and software tools
are used to investigate, resolve, and handle process deviation, malformed data, infrastructure or connectivity issues. It
increases the efficiency of business processes and contributes in the progress of business. 

Answer option C is incorrect. Risk Management is used to identify, assess, and control risks. It includes analyzing the
value of assets to the business, identifying threats to those assets, and evaluating how vulnerable each asset is to those
threats. Risk Management is part of Service Design and the owner of the Risk Management is the Risk Manager. 

Risks are addressed within several processes in ITIL V3; however, there is no dedicated Risk Management process.
ITIL V3 calls for "coordinated risk assessment exercises\\', so at IT Process Maps we decided to assign clear
responsibilities for managing risks. 

 

QUESTION 3

Each organization has a documented SDLC policy and guideline that supports its business needs and complements its
unique culture. Which of the following should be documented in the SDLC guideline? 

Each correct answer represents a part of the solution. Choose three. 

A. Reward points for stakeholder 

B. System maintenance, security, and operational considerations 

C. Requirement identification number 

D. Project accomplishments 

E. Specified outputs that provide essential information into system design 

F. Decision points or control gates 

Correct Answer: BDEF 

The SDLC guideline offers utilities by documenting the following: 

Insight into the major activities and milestones 

Decision points or control gates 

Specified outputs that provide essential information into system design ?Project accomplishments 

System maintenance, security, and operational considerations 

 

QUESTION 4

Which of the following is the process of salvaging data from damaged, failed, corrupted, or inaccessible secondary
storage media when it cannot be accessed normally? 

A. File carving 

B. Virtual backup appliance 

C. Backup 
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D. Data recovery 

Correct Answer: D 

Data recovery is the process of salvaging data from damaged, failed, corrupted, or inaccessible secondary storage
media when it cannot be accessed normally. Often the data are being salvaged from storage media such as internal or
external hard disk drives, solid-state drives (SSD), USB flash drive, storage tapes, CDs, DVDs, RAID, and other
electronics. Recovery may be required due to physical damage to the storage device or logical damage to the file
system that prevents it from being mounted by the host operating system. 

Answer option C is incorrect. A backup or the process of backing up is making copies of data which may be used to
restore the original after a data loss event. 

Answer option A is incorrect. File carving is the process of reassembling computer files from fragments in the absence
of filesystem metadata. 

Answer option B is incorrect. A virtual backup appliance (VBA) is a small virtual machine that backs up and restores
other virtual machines. 

 

QUESTION 5

Which of the following security services will you use for enabling message-level security for Web services? 

A. WS-Security 

B. WSRP security 

C. WebLogic Server security 

D. Trading Partner security 

Correct Answer: A 

The Web Service Security (WS-Security) is a security service that is used for enabling message- level security for Web
services. For enabling this service, a user needs to ensure that the related WSSE policy files are available to the 

Managed Servers. The SOAP messages that are passed between two or more Web services can be secured by WS-
Security using security tokens, digital signatures, and encryption. 

Answer option C is incorrect. The WebLogic Server security is used for enabling SSL transport traffic. 

Answer option B is incorrect The WSRP security is used for enabling security for the Web Services for the WSRP
feature of the WebLogic Portal. 

Answer option D is incorrect. The Trading Partner security is used for enabling the security for trading partners. 
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