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QUESTION 1

What routine security measure is most effective in protecting against emerging threats?
A. System patches

B. Properly configuring the firewall

C. Updating the disaster recovery plan

D. Vulnerability assessments

Correct Answer: A

Many new threats depend on exploiting system flaws. By routinely patching your system, you will achieve a significant
level of protection against emerging threats.

Answer option C is incorrect. Updating a disaster recovery plan will not be effective against emerging threats.

Answer option B is incorrect. Obviously the firewall should be properly configured, but that is less effective against
emerging threats.

Answer option D is incorrect. A vulnerability assessment is usually only useful against known threats, not emerging
threats.

QUESTION 2

Compliance is described as dutifulness, obligingness, pliability, tolerance, and tractability. Which of the following are
multitude of standards that a project must comply?

Each correct answer represents a complete solution. Choose all that apply.

A. Process compliance

B. Decision oversight

C. Control compliance

D. Standards compliance

Correct Answer: ABD

Compliance is described as dutifulness, obligingness, pliability, tolerance, and tractability. Compliance means that an
organization must take care of organization\\'s internal regulations, as well as follow the laws of the country and
requirements of local legislation and regulations. It may result in conflicts.

Projects must comply with a multitude of standards. Those include the following:

Standards compliance: Local, state, and federal government

Process compliance: Audit trails, retention, version control

Decision oversight: Change Control Board
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QUESTION 3

ESA stands for Enterprise Security Architecture. What is the purpose of ESA?

A. To provide a framework for securing web applications.

B. To provide a framework for evaluating vulnerabilities.

C. To apply financial security concepts to network security.

D. To apply network architecture paradigms to network security.

Correct Answer: D

Enterprise Security Architecture is about applying network architecture principles to network security.

Answer option B is incorrect. Open Vulnerability and Assessment Language is a standard to assess vulnerabilities in a
system.

Answer option A is incorrect. The Open Web Application Security Project is a set of standards for security web
applications.

Answer option C is incorrect. There is not a model for applying financial security paradigms to network security.

QUESTION 4

Interceptor is a pseudo proxy server that performs HTTP diagnostics, which of the following features are provided by
HTTP Interceptor? Each correct answer represents a complete solution. Choose all that apply.

A. It controls cookies being sent and received.

B. It allows to browse anonymously by withholding Referrer tag, and user agent.
C. It can view each entire HTTP header.

D. It debugs DOC, DOCX, and JPG file.

Correct Answer: ABC

HTTP diagnostics is performed by the HTTP Interceptor which is a pseudo proxy server and it also facilitates viewing
the two way communication between the browser and the Internet.

Various features of HTTP Interceptor are as follows:

View each entire HTTP header.

Debug your PHP, ASP. CGlI or JavaScript and htaccess file.
Control Cookies being sent and received.

Find out what sort of URL redirection the site may be using.

Browse anonymously by withholding Referrer tag, and user agent.
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QUESTION 5

Information security continuous monitoring is defined as maintaining ongoing awareness of information security,
vulnerabilities, and threats to support organizational risk management decisions. What are the essential elements
required for continuous monitoring?

Each correct answer represents a complete solution. Choose all that apply.

A. Ongoing assessment of system security controls

B. Security tools definition

C. Security status monitoring and reporting

D. Security impact analyses

E. Configuration management and change control

Correct Answer: ACDE

Information security continuous monitoring is defined as maintaining ongoing awareness of information security,
vulnerabilities, and threats to support organizational risk management decisions. Following are the four essential
elements required for continuous monitoring:

Configuration management and change control

Security impact analyses

Ongoing assessment of system security controls

Security status monitoring and reporting
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