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QUESTION 1

Which of the following security services will you use for enabling message-level security for Web services? 

A. WS-Security 

B. WSRP security 

C. WebLogic Server security 

D. Trading Partner security 

Correct Answer: A 

The Web Service Security (WS-Security) is a security service that is used for enabling message- level security for Web
services. For enabling this service, a user needs to ensure that the related WSSE policy files are available to the 

Managed Servers. The SOAP messages that are passed between two or more Web services can be secured by WS-
Security using security tokens, digital signatures, and encryption. 

Answer option C is incorrect. The WebLogic Server security is used for enabling SSL transport traffic. 

Answer option B is incorrect The WSRP security is used for enabling security for the Web Services for the WSRP
feature of the WebLogic Portal. 

Answer option D is incorrect. The Trading Partner security is used for enabling the security for trading partners. 

 

QUESTION 2

Which of the following are the examples of the biometric identifiers? Each correct answer represents a complete
solution, Choose three. 

A. Iris scan 

B. Voiceprint 

C. Fingerprint 

D. Subdermal chip 

Correct Answer: ABC 

Sensitive PII means personally identifiable information, if it is lost, compromised, or disclosed without authorization,
could result in substantial harm, embarrassment, inconvenience, or unfairness to an individual. In Sensitive PII,
complete 

social security numbers {SSN). alien registration numbers (A-number) and biometric identifiers (such as fingerprint,
voiceprint. or iris scan) can be considered. 

Following are few additional examples include any grouping of information that consists of the individuals name or other
unique identifier plus: 

1.License number, passport number, or truncated SSN 
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2.Date of birth {for example, 4-March, 1960) 

3.Citizenship or immigration status 

4.Financial information like account numbers or Electronic Funds Transfer information 5.Medical information 

6.System authentication information like mother\\'s maiden name, account passwords, or personal identification
numbers (PINs) 

 

QUESTION 3

Which of the following elements of security means that the only authorized users are able to modify data? 

A. Authenticity 

B. Availability 

C. Confidentiality 

D. Integrity 

Correct Answer: D 

There are four elements of security, which are as follows: 

Confidentiality: It means that data should only be accessible by authorized users. This access includes printing,
displaying, and other forms of disclosure, including simply revealing the existence of an object. 

Integrity: it means that the only authorized users are able to modify data. Modification admits writing, changing,
changing status, deleting, and creating. 

Availability: It means that data should only be available to authorized users. 

Authenticity: it means that a host or service should be able to verify the identity of a user. 

 

QUESTION 4

Which of the following helps an employee to access his corporation\\'s network while traveling? 

A. Remote access 

B. Remote Assistance 

C. Task Manager 

D. Computer management 

Correct Answer: A 

In most enterprises, networks secure remote access has become an important component. Remote access helps in
accessing a computer or a network from a remote distance. In corporations, people working in branch offices,
telecommuters, and people who are traveling may need to access the corporation s network. Home users can access
the Internet through remote access to an Internet service provider (ISP). 
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Answer option B is incorrect. Remote Assistance is a windows feature to enable support personnel (helper) to provide
technical support to a remote user (host). Through Remote Assistance a helper can view Windows session of a host on
his 

computer itself. 

Remote Assistance works as follows: 

A remote user sends an invitation to an Administrator (or expert) through e-mail or Windows Messenger. 

The Administrator accepts the request and can then view the users desktop. To maintain privacy and security, all
communication is encrypted. Remote Assistance can be used only with the permission of the person who requires the
assistance. 

Note: If the user has enabled the Allow this computer to be controlled remotely option in Remote control section of
Remote Assistance Settings dialog box, an expert can even take control of the keyboard and mouse of a remote
computer to guide the user. 

Answer option D is incorrect. Computer Management is an administrative tool that allows administrators to manage the
local computer in several ways, but it cannot be used to provide remote assistance to a user. 

Answer option C is incorrect. The Task Manager utility provides information about programs and processes running on a
computer. By using Task Manager, a user can end or run programs, end processes, and display a dynamic overview of
his computers performance. Task Manager provides an immediate overview of system activity and performance. 

 

QUESTION 5

Todd is a security administrator, who is responsible for responding to incidents. There has been a virus outbreak. Which
of the following is the final step Todd should take? 

A. Eradication 

B. Recovery 

C. AAR 

D. Containment 

Correct Answer: C 

An after action review is the last phase. At this point it is important to evaluate how the breach occurred and learn from
those mistakes. 

Answer option A is incorrect. Eradication is actually an early stage, immediately after containment. 

Answer option D is incorrect. Containment is the first thing you do once you are aware of the attack. 

Answer option B is incorrect. Recovery is actually the next to the last thing to do. That step occurs once the virus is
eradicated, but before you do the after action review. 
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