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QUESTION 1

A system administrator is configuring the security of a new environment. The administrator has been asked to configure
one LDAP server that has different sub-trees for business users and administration users. 

What should the administrator do to implement the required security configuration? 

A. Install and configure a TAI (Trust Association Interceptor) 

B. Configure a security domain for the stand-alone LDAP server. 

C. Use Federated repositories and configure the supported entity types. 

D. Use Stand-alone custom registry and configure the flat file implementation. 

Correct Answer: C 

select the type of user registry that you need for your environment: 

References: WebSphere Application Server V8.5 Administration and Configuration Guide for the Full Profile (July 2013),
page 212 

 

QUESTION 2

There are many applications deployed in a large WebSphere Application Server cluster. A system administrator is
required to give Configurator role access to a developer for a single application deployed in that cluster. 

How should the administrator meet this requirement and restrict Configurator role access for a single application? 

A. Create a J2C authentication alias for that developer. 

B. Create an Administrative user role and provide Configurator access to the developer. 

C. Create an Administrative group role and provide Configurator access to the developer. 

D. Create an administrative authorization group, scope it only for that application and create an Administrative user or
group role to give Configurator access to the developer. 

Correct Answer: D 

Fine-grained administrative security 

In releases prior to WebSphere?Application Server version 6.1, users granted administrative roles could 

administer all of the resources under the cell. WebSphere Application Server is now more fine-grained, 

meaning that access can be granted to each user per resource. 

For example, users can be granted configurator access to a specific instance of a resource only (an 

application, an application server or a node). 

To achieve this instance-based security or fine-grained security, resources that require the same privileges 
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are placed in a group called the administrative authorization group or authorization group. Users can be 

granted access to the authorization group by assigning to them the required administrative role. 

References: http://www-01.ibm.com/support/knowledgecenter/SSEQTP_8.5.5/ 

com.ibm.websphere.base.doc/ae/cs ec_fineg_admsec.html?cp=SSEQTP_8.5.5%2F1-8-1-30-3-3 

 

QUESTION 3

A system administrator wants to learn some of the Jython scripting commands for the administration of the
environment. 

Which product feature should the administrator use? 

A. The wsadmin.properties file to load a profile. 

B. The AdminTask object to generate wsadmin scripts. 

C. The guided activities panel from the Integrated Solutions Console (ISC). 

D. The "Log command assistance commands" option in the Integrated Solutions Console (ISC). 

Correct Answer: D 

 

QUESTION 4

A system administrator needs to create a cell for a test environment. The administrator uses the Profile Management
Tool (PMT) to create the deployment manager profile using the advanced profile creation option and creates a custom
profile using the typical profile creation option. The administrator examines the log files for the custom profile creation
and sees an INSTCONFFAIL message indicating the deployment manager was not running during the custom profile
creation. 

How should the administrator fix this? 

A. Delete the custom profile.Start the deployment manager.Create the custom profile again. 

B. Start the deployment manager.Use PMT to re-create the custom profile. 

C. Use the syncNode command to synchronize the node. 

D. Run the addNode command to federate the custom profile. 

Correct Answer: A 

Deleting profiles. You can delete a profile using the manageprofiles command. If the command fails, you can delete the
profile using operating system commands. 

Before you begin: If a node within a profile is federated to a deployment manager, before you delete the profile, stop the
node and remove the node from the deployment manager. Otherwise, an orphan node remains in the deployment
manager. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
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tpro_removeprofile.html 

 

QUESTION 5

The administrator needs to identify any security role references and security constraints in a web application. 

How can the administrator identify these roles and constraints? 

A. ibm-application-ext.xml file using a text editor. 

B. ibmconfig folder in the application after using the EARExpander command. 

C. Web deployment descriptor using IBM Assembly and Deploy Tools. 

D. Security role to user/group mapping by using the Integrated Solutions Console (ISC). 

Correct Answer: C 

Securing web applications using an assembly tool. You can use three types of web login authentication mechanisms to
configure a web application: basic authentication, form-based authentication and client certificate-based authentication.
Protect web resources in a web application by assigning security roles to those resources. 

References: https://www.ibm.com/support/knowledgecenter/SS7JFU_8.5.5/com.ibm.websphere.nd.doc/ ae/
tsec_secweb_atk.html 
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