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QUESTION 1

When scanning a Java Application, the scan fails with Java errors related to missing components. Which dialog can
help fix the compilation issues?

A. Filter Dialog

B. Project Dependencies

C. Scan Rules and Rule Sets
D. JSP Project Dependencies

Correct Answer: D

QUESTION 2

You are reviewing a thick client application and come upon File Injection findings in a function that opens zip files and
extracts data from them, but the customer you are working with tells you that the data is sanitized using a method
mySanitizer.validateZip{..). You confirm this and decide to remove this vulnerability and other File injection findings with
sanitized data using the Remove functionality of the Trace section in the Filter Editor.

In which area of the Trace Rule Entry dialog would you add mySanitizer.validateZip(..) method?

A. Sink section

B. Source section

C. Required Calls section

D. Prohibited Calls section

Correct Answer: B

QUESTION 3

You are reviewing an on-line shopping application and find a lost sink method called retrieveOrderf...) that is provided by
a third party shopping framework. This method accepts order number and in turn provides all information regarding that
order such as items ordered, shipping and billing address, payment type, etc .

Which type of custom rule should you create for this method?

A. Sink

B. Source

C. Taint Propagator

D. Tainted Callback

E. Not Susceptible to Taint
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Correct Answer: B

QUESTION 4

Where are two places you can open a saved bundle?
A. AppScan Standard

B. AppScan Enterprise Server

C. AppScan Source for Analysis

D. AppScan Source for Automation

E. AppScan Source for Development

Correct Answer: CE

QUESTION 5

Which feature is available in the AppScan Source IDE Plugin?
A. Create Custom Rules

B. Generate PDF reports

C. Create scan configurations

D. View Trace Information for a given finding

Correct Answer: A
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