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QUESTION 1

A website consist of several systems and they are separated by directories as follows:
http://domain.com/system1/* http://domian.com/xyZ/system2/\' http://domian.com/xyZ/system2/project/*
How do you setup the Appscan to avoid scanning system?2 except the "project” folder under it?

A. Configure depth limit.

B. Configure redundant path limit.

C. Exclude the directory that is used by system2 to accept the project.

D. Add the path of system2 to the excluded path and add the project folder as an exception.

Correct Answer: D

QUESTION 2

Which authentication method is supported when IBM Security Authentication Tester PowerTool uses the "brute-force”
technique to reveal weak username-password combinations that could be used to gain access to a web application?

A HTTP

B. NTLM

C. SecurlD

D. Two-Factor

Correct Answer: A

QUESTION 3

Which situation presents a valid reason for reducing the severity of vulnerability?

A. A Medium severity Link Injection vulnerability should be reduced when it only occurs on a login page.
B. A High severity SQL Injection vulnerability should be reduced when the affected database is read only.

C. A High severity Cross-Site Scripting vulnerability is confirmed to be a Reflected XSS and would require user
authentication to be exploited.

D. A High severity Unencrypted Login Request vulnerability should be reduced when the application is using a database
that is encrypted with Triple DES (Data Encryption Standard) and a 168 bit key.

Correct Answer: A
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QUESTION 4

Why is it important that error pages are correctly defined?

A. IBM Security AppScan Standard Edition cannot handle redirection without correctly defined error pages.

B. IBM Security AppScan Standard Edition cannot maintain session state without correctly defined error pages.

C. If IBM Security AppScan Standard Edition understands the application\\'s request is an error, it can more properly
pass or fail certain tests.

D. If IBM Security AppScan Standard Edition understands the application\\'s response is an error, it can more properly
pass or fail certain tests.

Correct Answer: D

QUESTION 5

Which two categories of Match Types can be used when specifying Automatic Form Fill values?
A. Partial

B. Limited

C. Individual

D. Complete

E. Dependent

Correct Answer: AD
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