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QUESTION 1

Which situation presents a valid reason for reducing the severity of vulnerability? 

A. A Medium severity Link Injection vulnerability should be reduced when it only occurs on a login page. 

B. A High severity SQL Injection vulnerability should be reduced when the affected database is read only. 

C. A High severity Cross-Site Scripting vulnerability is confirmed to be a Reflected XSS and would require user
authentication to be exploited. 

D. A High severity Unencrypted Login Request vulnerability should be reduced when the application is using a database
that is encrypted with Triple DES (Data Encryption Standard) and a 168 bit key. 

Correct Answer: A 

 

QUESTION 2

What are two acceptable methods to protect sensitive user data? 

A. Hashing 

B. URL Encoding 

C. DES Encryption 

D. AES Encryption 

E. Base 64 Encoding 

Correct Answer: BE 

 

QUESTION 3

A starting URL is http://test_domain1 .com. scan only links in and below this directory is enabled. Test_domain2.com is
included in the additional servers and domains in this scan. 

What would happen in this situation? 

A. Test_domain1 .com and test_domain2.com will be scanned. 

B. Only test_domain2.com will be scanned, because Additional Servers and Domains setting takes precedence. 

C. Only test_domain1 .com will be scanned, because Scan only links and below this directory takes precedence. 

D. Test_domain1 .com will be scanned and test_domain2.com will be scanned only if test_domain1 .com contain links
to test domain2.com. 

Correct Answer: D 
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QUESTION 4

Do you need to install a license server for IBM Security AppScan Standard Edition V8.7? 

A. No, it is not necessary. 

B. Yes, and the license server must be at least V7.0. 

C. Yes, and the license server must be at least V7.1. 

D. Yes. and the license server must be at least V8.1.1. 

Correct Answer: D 

 

QUESTION 5

You need a template-based report of all the issue ID and variants found by a scan. How should you create this? 

A. «AS:lssueTypeRepeaterStart» «AS:lssueRepeaterStart» «AS:VariantlD» «AS:VariantTestRequest»
«AS:lssueRepeaterEnd» «AS:lssueTypeRepeaterEnd» 

B. «AS:lssueTypeRepeaterStart» «AS:VariantlD» «AS:VariantTestRequest» «AS:lssueTypeRepeaterEnd» 

C. «AS:lssueTypeRepeaterStatt» «AS:RemediationRepeaterStart» «AS:VariantlD» «AS:VariantTestRequest»
«AS:RemediationRepeaterEnd» «AS:lssueTypeRepeaterEnd» 

D. «AS:lssueTypeRepeaterStart» «AS:VuInerableRepeaterStart» «AS:VariantlD» «AS:VariantTestRequest»
«AS:VulnerableRepeaterEnd» «AS:IssueTypeRepeaterEnd» 

Correct Answer: A 
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