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QUESTION 1

Which statement is true about Privilege Escalation?

A. It requires only one scan to be run.

B. It can be detected by inadvertently triggered security issues.

C. IBM Security AppScan Standard Edition cannot perform Privilege Escalation.

D. Scans being compared must have the same scan configuration and equivalent explore data.

Correct Answer: D

QUESTION 2

Which type of attack relies on an authenticated user to click a malicious link to perform an unintended action on the
target application?

A. SQL injection

B. Directory traversal

C. Cross-site scripting

D. Cross-site request forgery

Correct Answer: C

QUESTION 3

The application you are testing contains links to external websites. You want to restrict the scan to the designated web
application URL.

Which configuration option should you use?

A. Enable Scan only links in and below this directory.

B. Add links to external website to the Exclude Paths list.

C. AppScan automatically identifies the website during a test.

D. Edit the hosts file to map the production website to the test website.

Correct Answer: A

QUESTION 4

An application you have been tasked with testing uses JavaScript or Java applets that reveal certain parts of the
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application only when states (such as Hover and Mouse Over) follow each other in a specific order.

Which tool would allow for these parts of the application to be tested in IBM Security AppScan Standard Edition?
A. Scan Expert

B. Manual Explore

C. Scan Scheduler

D. Automatic Explore

Correct Answer: B

QUESTION 5

Which two categories of Match Types can be used when specifying Automatic Form Fill values?
A. Partial

B. Limited

C. Individual

D. Complete

E. Dependent

Correct Answer: AD
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