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QUESTION 1

Why is it important that error pages are correctly defined?

A. IBM Security AppScan Standard Edition cannot handle redirection without correctly defined error pages.

B. IBM Security AppScan Standard Edition cannot maintain session state without correctly defined error pages.

C. If IBM Security AppScan Standard Edition understands the application\\'s request is an error, it can more properly
pass or fail certain tests.

D. If IBM Security AppScan Standard Edition understands the application\\'s response is an error, it can more properly
pass or fail certain tests.

Correct Answer: D

QUESTION 2

Which statement is true about an IBM Security AppScan Standard Edition test policy?
A. It controls the type of tests that AppScan will use during a scan.

B. It configures the depth of a scan used by AppScan during a scan.

C. It controls the number of pages scanned by AppScan during a scan.

D. It configures the number of explore/test phases that AppScan will use during a scan.

Correct Answer: D

QUESTION 3

An application server stops responding when you run AppScan scan against it but appears to work normally when you
manually browse the site after the scan stops.

What should you do to fix this issue?

A. Change the browser agent.

B. Run the scan when there is less network traffic.

C. Lower the number of threads AppScan tests with.

D. Lower the response time by which AppScan waits for your application to reply.

Correct Answer: C

QUESTION 4
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Which statement is true about Privilege Escalation?

A. It requires only one scan to be run.

B. It can be detected by inadvertently triggered security issues.

C. IBM Security AppScan Standard Edition cannot perform Privilege Escalation.

D. Scans being compared must have the same scan configuration and equivalent explore data.

Correct Answer: D

QUESTION 5

What are three parts of the Explore Options view?
A. Click Depth Limit

B. Use Client-Side Certificate

C. Set the Number of Threads

D. Use custom proxy settings

E. Parse Flash to discover URLs

F. Execute JavaScript when replaying login

Correct Answer: AEF
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