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QUESTION 1

You are scanning a Web site in a pre-production environment. You notice that your scan is running very slowly and
there are numerous communication errors. What would you do to resolve the problem? 

A. increase the number of threads and decrease the timeout limit 

B. decrease the number of threads and increase the timeout limit 

C. increase the number of threads and increase the timeout limit 

D. set the timeout to 0 for infinite timeout 

Correct Answer: B 

 

QUESTION 2

You are scanning a Web application in a pre-production environment. During your initial assessment, you notice that
some of the links are specified by IP and some by host name. Your starting URL contains an IP address,
http://12.34.56.67/ default.jsp. When the scan completes, you discover that it has not covered a significant portion of
your Web application. What could be the reason? 

A. The host name is not added to the list of additional domains and servers. 

B. The scan is configured to use only one connection. 

C. There is no route to IP 12.34.56.67. 

D. You are not licensed to scan IP 12.34.56.67. 

Correct Answer: A 

 

QUESTION 3

What are two reasons why it is recommended that a Web application be scanned in a preproduction environment?
(Choose two.) 

A. to avoid having to notify the application owner 

B. to improve scan performance 

C. to avoid service interruption 

D. to obtain more accurate results 

E. to avoid corruption of the production database 

Correct Answer: CE 
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QUESTION 4

Directories containing sensitive files must be hidden from the user. What is the best way to hide the existence and
content of such a directory? 

A. configure your Web server to issue a response:403 ?Access forbidden 

B. configure your Web server to issue a response: 302 - Redirect to home 

C. list the directory contents 

D. configure your Web server to issue a response: 404 - Not Found 

Correct Answer: D 

 

QUESTION 5

What is indicative of Information Leakage vulnerability? 

A. When the user logs in, hello, username!is displayed. 

B. The exception call stack is displayed. 

C. The message incorrect username or password!is displayed. 

D. The message script error: Please contact the Web site administrator!is displayed. 

Correct Answer: B 
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