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QUESTION 1

You are scanning a Web application in a pre-production environment. During your initial assessment, you notice that
some of the links are specified by IP and some by host name. Your starting URL contains an IP address,
http://12.34.56.67/ default.jsp. When the scan completes, you discover that it has not covered a significant portion of
your Web application. What could be the reason? 

A. The host name is not added to the list of additional domains and servers. 

B. The scan is configured to use only one connection. 

C. There is no route to IP 12.34.56.67. 

D. You are not licensed to scan IP 12.34.56.67. 

Correct Answer: A 

 

QUESTION 2

If the URL to your home page is http://domain.com and it redirects to http://www.domain.com, how would you configure
your scan? 

A. do not do anything 

B. configure theAppScan proxy settings 

C. addwww.domain.com to the list of additional domains 

D. edit your DNS settings 

Correct Answer: C 

 

 

QUESTION 3

After scanning your site with AppScan, you notice that your password was changed to 234. What most likely
happened? 

A. One of theAppScan tests hacked your account and changed the password. 

B. AppScan followed the Reset Password link. 

C. AppScan submitted the change password form. 

D. Your system admin changed your password during the scan. 

Correct Answer: C 
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QUESTION 4

An AppScan test successfully embedded the following lines in an HTTP response header (in bold): HTTP/1.1 200 OK
Content-Length: 5710 

Connection: close Date: Wed, 07 May 2008 19:36:28 GMT 

Server: Microsoft-IIS/6.0 X-Powered-By: ASP.NET X-AspNet-Version: 2.0.50727 

Set-Cookie: lang=Foobar AppScanHeader: AppScanValue/1.2-3 SecondAppScanHeader: whatever; path=/ 

Cache-Control: private Content-Type: text/html; charset=utf-8 

Which type of vulnerability does this indicate? 

A. Cross-site Scripting 

B. XPath Injection 

C. HTTP Response Splitting 

D. SQL Injection 

Correct Answer: C 

 

 

QUESTION 5

When can an injection type attack occur? 

A. when the database is set up on a server outside the demilitarized zone 

B. when an error message is generated by the Web server 

C. when user-supplied data is sent to an interpreter as part of a command, query, or data 

D. when too many users have ADMIN credentials to the Web server console 

Correct Answer: C 
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