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QUESTION 1

After scanning your site with AppScan, you notice that your password was changed to 234. What most likely
happened?

A. One of theAppScan tests hacked your account and changed the password.
B. AppScan followed the Reset Password link.

C. AppScan submitted the change password form.

D. Your system admin changed your password during the scan.

Correct Answer: C

QUESTION 2

What are two reasons why it is recommended that a Web application be scanned in a preproduction environment?
(Choose two.)

A. to avoid having to notify the application owner
B. to improve scan performance

C. to avoid service interruption

D. to obtain more accurate results

E. to avoid corruption of the production database

Correct Answer: CE

QUESTION 3

Your site contains the following URL:
http://www.mycompany.com/smb/default.jsp?page=wireless
In this URL, the Page parameter defines a unique page.
How would you configure AppScan to fully explore this site?
A. turn off Redundant Path limit

B. ensure JavaScript Execute is turned on

C. ignore the Page parameter

D. track the Page parameter

Correct Answer: A
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QUESTION 4

Directories containing sensitive files must be hidden from the user. What is the best way to hide the existence and
content of such a directory?

A. configure your Web server to issue a response:403 ?Access forbidden
B. configure your Web server to issue a response: 302 - Redirect to home
C. list the directory contents

D. configure your Web server to issue a response: 404 - Not Found

Correct Answer: D

QUESTION 5

What information does difference displayed in the Request / Response tab provide?
A. the difference between two tests

B. how the vulnerability was resolved

C. howAppScan constructed the test HTTP request

D. how the Web application page has been modified from its previous version

Correct Answer: C
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