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QUESTION 1

What information does reasoning displayed in the Request / Response tab provide?
A. how to avoid this type of issue

B. whyAppScan concluded that there is an issue

C. howAppScan constructed the test

D. why this issue causes non-compliance

Correct Answer: B

QUESTION 2

Which three steps should you take before running a security scan with AppScan? (Choose three.)
A. notify application users

B. notify IT and Web Operations teams

C. backup your database

D. disable employed SMTP server

E. ensure only one thread is specified in theAppScan configuration

F. ensure that you have specified which reports you want to create

Correct Answer: BCD

QUESTION 3

An AppScan test successfully embedded the following lines in an HTTP response header (in bold): HTTP/1.1 200 OK
Content-Length: 5710

Connection: close Date: Wed, 07 May 2008 19:36:28 GMT

Server: Microsoft-11S/6.0 X-Powered-By: ASP.NET X-AspNet-Version: 2.0.50727

Set-Cookie: lang=Foobar AppScanHeader: AppScanValue/1.2-3 SecondAppScanHeader: whatever; path=/
Cache-Control: private Content-Type: text/html; charset=utf-8

Which type of vulnerability does this indicate?

A. Cross-site Scripting

B. XPath Injection
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C. HTTP Response Splitting
D. SQL Injection

Correct Answer: C

QUESTION 4

How do you test a Web service with AppScan?

A. interact with the Web service methods manually and then runAppScan to send the generated tests automatically
B. explore the Web service automatically and then manually sends the generated tests one by one

C. create a Python script for testing the service

D. explore the Web service automatically and then runAppScan to send the generated tests automatically

Correct Answer: A

QUESTION 5

After scanning your site with AppScan, you notice that your password was changed to 234. What most likely
happened?

A. One of theAppScan tests hacked your account and changed the password.
B. AppScan followed the Reset Password link.

C. AppScan submitted the change password form.

D. Your system admin changed your password during the scan.

Correct Answer: C
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