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QUESTION 1

HOTSPOT

You are planning an Azure solution that will contain the following types of resources in a single Azure region:
1.

Virtual machine

2.

Azure App Service

3.

Virtual Network gateway

4,

Azure SQL Managed Instance

App Service and SQL Managed Instance will be delegated to create resources in virtual networks.

You need to identify how many virtual networks and subnets are required for the solution. The solution must minimize
costs to transfer data between virtual networks.

What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Virtual Networks:

HWN -

Subnets:

HWN -

Correct Answer:
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Answer Area

Virtual Networks:

B WN =

Subnets:

HEWN =

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-for-azure-services#services-that-can-
be-deployed-into-a-virtual-network

QUESTION 2

You have an Azure virtual network named Vnetl that has one subnet. Vnetl is in the West Europe Azure region.
You deploy an Azure App Service app named Appl to the West Europe region.
You need to provide Appl with access to the resources in Vnetl. The solution must minimize costs.

What should you do first?
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A. Create a private link.

B. Create a new subnet.

C. Create a NAT gateway.

D. Create a gateway subnet and deploy a virtual network gateway.

Correct Answer: B

Create a new subnet, since both Vnet and App Service are in the same region.
https://docs.microsoft.com/en-us/azure/app-service/web-sites-integrate-with-vnet#enable-vnet-integration

Regional VNet Integration = "If the VNet is in the same region, either create a new subnet or select an empty pre-
existing subnet"

QUESTION 3

You have the Azure resources shown in the following table.

Name Type Location Description
storagel Storage account East US Read-access geo-redundant
storage (RA-GRS)
Vnetl Virtual network East US Contains one subnet

You configure storagel to provide access to the subnet in Vnetl by using a service endpoint.

You need to ensure that you can use the service endpoint to connect to the read-only endpoint of storagel in the paired
Azure region.

What should you do first?

A. Configure the firewall settings for storagel.

B. Fail over storagel to the paired Azure region.

C. Create a virtual network in the paired Azure region.

D. Create another service endpoint.

Correct Answer: C

When planning for disaster recovery during a regional outage, you should create the VNets in the paired region in
advance. Enable service endpoints for Azure Storage, with network rules granting access from these alternative virtual

networks. Then apply these rules to your geo-redundant storage accounts. https://learn.microsoft.com/en-
us/azure/storage/common/storage-network-security?tabs=azure-portal

QUESTION 4
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Which one of the following priority levels is highest for a security rule in Azure Firewall?
A.0

B. 100

C. 1000

Correct Answer: B

Priority settings can be any number between 100 and 65000. With 100 being the highest priority.

QUESTION 5

You have an Azure subscription that contains the following resources:
A virtual network named Vnetl

A subnet named Subnetl in Vnetl

A virtual machine named VM1 that connects to Subnetl

Three storage accounts named storagel, storage2, and storage3

You need to ensure that VM1 can access storagel. VM1 must be prevented from accessing any other storage

accounts.

To achieve the requirement, you configure the firewall on storagel to only accept connections from Vnet1.

Did you achieve the requirement?
A. Yes
B. No

Correct Answer: B

If you configure the firewall on storagel to only accept connections from Vnetl, any virtual machine from Vnetl will be
able to connect to the storagel. VM1 can also access other storage accounts depending on the firewall settings on

other storage accounts.
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