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QUESTION 1
HOTSPOT
You plan to deploy an Azure web app named Appl that will use Azure Active Directory (Azure AD) authentication.

App1 will be accessed from the internet by the users at your company. All the users have computers that run Windows
10 and are joined to Azure AD.

You need to recommend a solution to ensure that the users can connect to Appl without being prompted for
authentication and can access Appl only from company-owned computers.

What should you recommend for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

The users can connect to App1 without being —

prompted for authentication: An Azure AD app registration

An Azure AD managed identity
Azure AD Application Proxy

The users can access App1 only from

company-owned computers: v

A Conditional Access policy
An Azure AD administrative unit

Azure Application Gateway
Azure Blueprints
Azure Policy

Correct Answer:
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Answer Area

The users can connect to App1 without being —
prompted for authentication:

An Azure AD app registration
An Aflurel AD nJ_aqu_g_ed _i-::lenti_t'g
Azure AD Application Proxy

The users can access App1 only from
company-owned computers: v

A Conditional Access policy
_An Azure AD administrative unit

‘Azure Blueprints
Azure Policy

Box 1: An Azure AD app registration

Azure active directory (AD) provides cloud based directory and identity management services.You can use azure AD to
manage users of your application and authenticate access to your applications using azure active directory. You
register

your application with Azure active directory tenant.

Box 2: A conditional access policy

Conditional Access policies at their simplest are if-then statements, if a user wants to access a resource, then they must
complete an action.

By using Conditional Access policies, you can apply the right access controls when needed to keep your organization
secure and stay out of your user\\'s way when not needed.
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QUESTION 2

You have 100 Microsoft SQL Server Integration Services (SSIS) packages that are configured to use 10 on-premises
SQL Server databases as their destinations.

You plan to migrate the 10 on-premises databases to Azure SQL Database.

You need to recommend a solution to host the SSIS packages in Azure. The solution must ensure that the packages
can target the SQL Database instances as their destinations.

What should you include in the recommendation?

A. SQL Server Migration Assistant (SSMA)

B. Data Migration Assistant

C. Azure Data Catalog

D. Azure Data Factory

Correct Answer: D
https://docs.microsoft.com/bs-cyrl-ba/azure/sql-database/sql-database-managed-instancemigrate

Quote from that page "Azure SQL Database and SQL Server databases in an Azure Virtual Machine. DMS is the
recommended method of migration for your enterprise workloads.

If you use SQL Server Integration Services (SSIS) on your SQL Server on premises, DMS does not yet support
migrating SSIS catalog (SSISDB) that stores SSIS packages, but you can provision Azure-SSIS Integration Runtime
(IR) in Azure

Data Factory (ADF) that will create a new SSISDB in a managed instance and then you can redeploy your packages to
it, see Create Azure-SSIS IR in ADF.

To learn more about this scenario and configuration steps for DMS, see Migrate your onpremises database to managed
instance using DMS."

https://docs.microsoft.com/en-us/azure/data-factory/how-to-migrate-ssis-job-ssms

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

Your company has deployed several virtual machines (VMs) on-premises and to Azure. Azure ExpressRoute has been
deployed and configured for on-premises to Azure connectivity.
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Several VMs are exhibiting network connectivity issues.

You need to analyze the network traffic to determine whether packets are being allowed or denied to the VMs.
Solution: Use the Azure Traffic Analytics solution in Azure Log Analytics to analyze the network traffic.

Does the solution meet the goal?

A. Yes

B. No

Correct Answer: B

Instead use Azure Network Watcher to run IP flow verify to analyze the network traffic.

Reference: https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-monitoring-overview
https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-ip-flow-verify-overview

QUESTION 4

You have an Azure subscription. The subscription has a blob container that contains multiple blobs. Ten users in the
finance department of your company plan to access the blobs during the month of April. You need to recommend a
solution to enable access to the blobs during the month of April only. Which security solution should you include in the
recommendation?

A. shared access signatures (SAS)

B. access keys

C. conditional access policies

D. certificates

Correct Answer: A

Reference:

https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview

This allows for limited-time fine grained access control to resources. So you can generate URL, specify duration (for
month of April) and disseminate URL to 10 team members. On May 1, the SAS token is automatically invalidated,

denying

team members continued access.

QUESTION 5
HOTSPOT

You have an Azure subscription named Subscriptionl that is linked to a hybrid Azure Active Directory (Azure AD)
tenant.
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You have an on-premises datacenter that does NOT have a VPN connection to Subscriptionl. The datacenter contains
a computer named Serverl that has Microsoft SQL Server 2016 installed. Serverl is prevented from accessing the

internet.
An Azure logic app named LogicAppl requires write access to a database on Serverl.
You need to recommend a solution to provide LogicAppl with the ability to access Serverl.

What should you recommend deploying on-premises and in Azure? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

On-premises: v

A Web Appication Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A connecticn gateway "esource
An Azure Application Cateway

An Azure Event Grid demain
An enterprise application

Correct Answer:
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Answer Area

On-premises: v

A Web Appication Proxy for Windows Server
An Azure AD Application Proxy connector
An On-premises data gateway

Hybrid Connection Manager

Azure: v

A connection gateway ‘esource
An Azure Application Cateway

An Azure Event Grid demain
An enterprise application

Box 1: An on-premises data gateway

For logic apps in global, multi-tenant Azure that connect to on-premises SQL Server, you need to have the on-premises
data gateway installed on a local computer and a data gateway resource that\\'s already created in Azure.

Box 2: A connection gateway resource
Reference:

https://docs.microsoft.com/en-us/azure/connectors/connectors-create-api-sqlazure
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