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QUESTION 1

An app uses a virtual network with two subnets. One subnet is used for the application server. The other subnet is used
for a database server. A network virtual appliance (NVA) is used as a firewall.

Traffic destined for one specific address prefix is routed to the NVA and then to an on-premises database server that
stores sensitive data. A Border Gateway Protocol (BGP) route is used for the traffic to the on-premises database
server.

You need to recommend a method for creating the user-defined route.

Which two options should you recommend? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. For the virtual network configuration, use a VPN.

B. For the next hop type, use virtual network peering.

C. For the virtual network configuration, use Azure ExpressRoute.

D. For the next hop type, use a virtual network gateway.

Correct Answer: AC

References: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-networks-udr-overview

QUESTION 2

Note: This question is part of series of questions that present the same scenario. Each question in the series contains a
unigue solution that might meet the stated goals. Some question sets might have more than one correct solution, while

others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen.

You have an Azure subscription named Subscription1. Subscriptionl contains a resource group named RG1. RG1
contains resources that were deployed by using templates.

You need to view the date and time when the resources were created in RG1.
Solution: From the RG1 blade, you click Automation script.

Does this meet the goal?

A.Yes

B. No

Correct Answer: B
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QUESTION 3
You have an Azure subscription.

You create a custom role in Azure by using the following Azure Resource Manager template.

{

“Name™”: “Rolel’”,

wId”: “88880888-8888-8888-888888888888”,

“IsCustom” : true,

“Description” : “Rolel Description”, :

“WActions” : [ _
“"Microsoft.Storage/*/read”, f;T_Q
“Microsoft.Network/*/read”, o o
“"Microsoft.Compute/*/read”, J
“Microsoft. Cnmputefv1rtualuachinesfstartfactlon"
“wMicrosoft. Cumputefv1rtualﬂaﬂﬁiﬁﬂsfrestartfactlun"
“Microsoft. Autharizatlonf*fgﬂad
“Microsoft. RasourceHEaIthfayailahilityStatusasfraad”
“Microsoft. Rﬂsnu:c&sfbuhsﬁi1pt1nns!resnurcecroupsfread"
wMicrosoft. In51ghﬂsfalgrtﬂulesfi"
“Microsoft. Ins1@ht&fﬂiagnostlcSettlngsf*"
“"Microsoft. Suppdrtf*"

] ¥

“Hothc:tlans"" ,E’.i -

“Dataﬂﬂt;nps?*'[],

“NDtDatahﬁtiﬁns" -8

“AssignableScopes” : [
“/subscriptions/981dddbc-8cf4-46£fc-9513-0c599648b44b

]
}

You assign the role to a user named Userl. Which action can Userl perform?
A. Delete virtual machines.
B. Create resource groups.
C. Create virtual machines.
D. Create support requests

Correct Answer: D
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QUESTION 4

HOTSPOT

You plan to implement an access review to meet the following requirements:

The access review must be enforced until otherwise configured.

Each user or group that has access to the Azure environment must be in the scope of the access review.
The access review must be completed within two weeks.

A lack of response must not cause changes in the operational environment.

An administrator creates the access review shown in the answer area.

Which two sections of the access review should you modify to meet the requirements? To answer, select the
appropriate sections in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:
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Review name " [Quarterly v
Description® v
Start date” 103/11/2020 [-]
Frequency 'Quarterly v
Duration (in da}"S]ﬂ Ty SRR e T3

End® Never Occurrences
Number of times
End date’ | 04/10/2020 . -]
Users S\
Users to review  Members of a group @ v
Scope uest users on

v . Everynne ly @
4

*Group N

Select a group @ @@2
Reviewers _ I \3
Reviewers ers ~

i '-'.f

Programs UK@)
Link t@ 3

o

~ Upon completion settings
Auto apply results to resource © @EEE® oste

If reviewers don’t respond ©© |Remove access - |

~ Advanced settings
Show recommendations © Oisable
Require reason on approval®_&navie

Mail notifications © [ inable BT
Reminders Dicable
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Correct Answer:
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Create an access review

Review name " [Quarterly v
Description® v
Start date” [03/11/2020 -]
Frequency | Quarterly v
D[ﬂ"ﬂtﬁﬂﬂ (in days]. m-ﬂlomllmlIIHbln’lllttrttrllrllllrI:I.I.I.IIILLH!IIIIH“IJIII QE]
End® or RED Occurrences
Number of times ]
End date (0471012020 —
Users Q%}‘C’
Users to review  Members of a group @ v
Scope : (éuest users only @
» Everyone .

*Group N

Select a group 2 @@2
Reviewers _ I 2O
Reviewers ! ers -
Programs ,_,_L?f,:;;ﬂ"

%

Link te.progra s

~ Upon completion settings

Auto apply results to resource © @EEI® Osve
If reviewers don't respond ©© | Remove access v |

~ Advanced settings
Show recommendations © Disabe

Require reason on approval®’ &nbie

Mail notifications © [ inable BT
Reminders Dicable
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Area 1: Start date..End Date The access review must be enforced until otherwise configured. We set End: Never The
access review must be completed within two weeks. We set Duration (in days) to 14 Area 2: Upon completion settings A
lack of response must not cause changes in the operational environment. We set \'If reviewers don\\'t respond: No
change (which leave user\\'s access unchanged) Reference: https://docs.microsoft.com/en-us/azure/active-
directory/governance/create-access-review

QUESTION 5

HOT SPOT

You have an Azure subscription.

You are planning data security for Azure resources.

You need to ensure that the data meets the following requirements:

Data in Azure SQL databases that is at rest, in transit, and in use must be encrypted.

The confidentiality of code on virtual machines must be protected while the code is being processed.

Which feature should you use for each requirement? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Hot Area:

SOL databases: Advanced data security ?
Always Encroyphed

Elastic poals

Transparent Data Encryption (TDE)

Virtual machine code- Azure Batch Y

Azure Confidential Compute

Azure Container Service

Azure Disk Encryption

Correct Answer:
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501 databases: Advanced data security 7
Always Encrypted

Elastic pmigr

Transparent Data Encryption (TDE)

virtual machine code: Sh .ﬁzure Batch '

Azure Confidential Compute
Azure Container Service

Azure Disk Encryption
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