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QUESTION 1

You have an Azure subscription. The subscription includes a virtual network named VNetl. Currently, VNetl does not
contain any subnets.

You plan to create subnets on VNetl and to use application security groups to restrict the traffic between the subnets.
You need to create the application security groups and to assign them to the subnets.

Which four cmdlets should you run in sequence? To answer, move the appropriate cmdlets from the list of cmdlets to
the answer area and arrange them in the correct order.

Select and Place:

Cmdlets Answer Area

| Hew-RzurePrVirtualNetwork

|H;w—éza:eﬂnﬁs:w::LE;:;ri:y;:iaa

New-RzureRmNstworkSscurityRulaconfig

‘ add-azureRmVirtualNetworkSubnetConFig

A
@G

Correct Answer:

Cmdlets Answer Area
!New-hznrﬂﬁnﬁétﬁcrhiet::ityiuleﬂnnfig
| Haf@@rureRmlietworkSecuritylroup

New-AzureRmApplicationSecurityGroup add-azureRnvirtualNecworksubnetConfig

|
@ | Hew-RzureRmVirtuallecwork @

Step 1: New-AzureRmNetworkSecurityRuleConfig Step 2: New-AzureRmNetworkSecurityGroup Step 3: New-
AzureRmVirtualNetworkSubnetConfig Step 4: New-AzureRmVirtualNetwork

Example: Create a virtual network with a subnet referencing a network security group New-AzureRmResourceGroup
-Name TestResourceGroup -Location centralus $rdpRule = New-AzureRmNetworkSecurityRuleConfig -Name rdp-rule
Description "Allow RDP" - Access Allow -Protocol Tcp -Direction Inbound -Priority 100 -SourceAddressPrefix Internet -
SourcePortRange * -DestinationAddressPrefix * -DestinationPortRange 3389 $networkSecurityGroup = New-
AzureRmNetworkSecurityGroup -ResourceGroupName TestResourceGroup -Location centralus -Name "NSG-
FrontEnd" -SecurityRules $rdpRule $frontendSubnet = New-AzureRmVirtualNetworkSubnetConfig -Name
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frontendSubnet -AddressPrefix "10.0.1.0/24" -NetworkSecurityGroup $networkSecurityGroup $backendSubnet = New-
AzureRmVirtualNetworkSubnetConfig -Name backendSubnet -AddressPrefix "10.0.2.0/24" -NetworkSecurityGroup
$networkSecurityGroup New-AzureRmVirtualNetwork -Name MyVirtualNetwork -ResourceGroupName
TestResourceGroup - Location centralus -AddressPrefix "10.0.0.0/16" -Subnet $frontendSubnet,$backendSubnet

References: https://docs.microsoft.com/en-
us/powershell/module/azurerm.network/newazurermvirtualnetwork?view=azurermps-6.7.0

QUESTION 2

HOTSPOT

You have an Azure subscription that contains the resources in the following table.

You install the Web Server server role (1I1S) on VM1 and VM2, and then add VM1 and VM2 to LB1.

LB1 is configured as shown in the LB1 exhibit. (Click the Exhibit tab.)

Essentials ~

Resource group (change) Backgﬁd pool

VMRG Backend1 (2 virtual machines)
Location ~ (§ealth probe

West Europe - "Probe1 (HTTP:80/Probe1.htm)
Subscription name (change) D Load balancing rule

Azure Pass N, ¢ Rule1 (TCP/80)

Subscription ID NAT rules
e66d2b22-fde8-4af2-9323- d43516f6eb4e =

SKU & Public IP address

Basic 104.40.178.194 (LB1)

Rulel is configured as shown in the Rulel exhibit. (Click the Exhibit tab.)
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* Name
Rulel

* IP Version

®weve ()i

* Frontend IP address @
104.40.178.194 (LoadBalancerFrontEnd) v

Protocol
@ 1ce () uop

& O

8o

idle timeout [minutes) @

Floating IP (direct server return) @
Drsabled

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area
Statements ( N\ Yes No
VM1 is the same availability setas VM2. @7 e 0O
If Probe1.htm is present on VM1 and VMZ LB1 will balance TCP O O

port 80 between VM1 and VM2_ -~

If you delete Rule1, LB1 will béféﬁce all the requests between VM1 O O
and VM2 for all the ports.

Correct Answer:

Answer Area
Statements \\at Yes No
VM1 is the same availability setas VM2. @@ 0 O
If Probe1.htm is present on VM1 andVM2, LB1 will balance TCP 0O @)

port 80 between VM1 and VM2_ ™

If you delete Rule1, LB1 will béf‘éﬁce all the requests between VM1 O \ O
and VM2 for all the ports.

QUESTION 3

You have an Azure Active Directory (Azure AD) tenant that has the initial domain name.

You have a domain name of contoso.com registered at a third-party registrar.

You need to ensure that you can create Azure AD users that have names containing a suffix of @contoso.com.

Which three actions should you perform in sequence? To answer, move the appropriate cmdlets from the list of cmdlets
to the answer area and arrange them in the correct order.

Select and Place:
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|Add a record to the public contoso.com DNS zrane_‘

| Verify the domain.

| Configure company branding.

‘ Add an Azure AD tenant.

| Add a custom domain name.

| Create an Azure DNS zone.

Correct Answer:

Actions

| Configure company branding.

‘ Add an Azure AD tenant.

| Creale an Azure DNS zone.

QUESTION 4
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Answer Area

Answer Area

| Adda ::ustgtmfi domain name.

|Ad-d a record o the public contoso.com DNS zone.

|© l‘u’ertﬁ,f the domain.

©

®
©

You have an Azure subscription that contains an Azure virtual machine named VM1. VM1 runs Windows Server 2016

and is part of an availability set.

VM1 has virtual machine-level backup enabled.

VM1 is deleted.

You need to restore VM1 from the backup. VM1 must be part of the availability set.

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order.

Select and Place:
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Actions

o Create virtual machine.

From the YML blade, edit the disk setings of the 05
cligk,

From the Festare confiqurabon blade, set Restara Typa

to Restore disks.

From the Festore configuration blads, set Restore Type |

[¢ . :
| Frorm the Recowery Servizes vaull, deploy a lemplate,
|

| From the WML blade, add & disk

| From the Fecovery Services vault, sslect a restore point

for WL,

Correct Answer:

Actions

From the Restore configuration blade, s=t Restore Type

o Create virtual machine.

| From the VML blade, edit the disk setings of the 05
clisk.

- From the WML blade, add & disk

QUESTION 5
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Answer Area

Answer Area

From the Recovery Services vault, select a restore point
for 41, N

From the Res'g:lﬂjll‘.ﬁiriﬁgwahm biace, st Festore Type
trRestore disks.

| E{'ﬂ]ﬁ‘lﬁi&ﬁecmry Services vaull, deploy a lemplate,

You need to deploy an application gateway named appgwl015 to meet the following requirements:

Load balance internal IP traffic to the Azure virtual machines connected to subnetO.

Provide a Service Level Agreement (SLA) of 99.99 percent availability for the Azure virtual machines.

What should you do from the Azure portal?
A. Answer: See below.

Correct Answer: A
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Step 1:

Click New found on the upper left-hand corner of the Azure portal.

Step 2:

Select Networking and then select Application Gateway in the Featured list.
Step 3:

Enter these values for the application gateway:

appgw1015 - for the name of the application gateway.

SKU Size: Standard_V2

The new SKU [Standard_V2] offers autoscaling and other critical performance enhancements.
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B &3 A Basics - Micosoft Azunt X | = — | =
“— > () 5 ms portal.azure.com/“creat < I R A
L1l |&8e|®

_reate application gateway X Basics

- mi
Name

Basics
1 . > | myAppGaliway
e Configure basic settings
* Tiot
o (i) wns
o) (Camitosic0
'| [ Medium -
I '
L
3 . S Instance count B
,o : . | :
Lo —
: L
-
* Resource group
8] ® Create new O Use existing
[ myResourceGroupAl
[
* Location
‘a' East LS s
=
Step 4:

Accept the default values for the other settings and then click OK.
Step 5:

Click Choose a virtual network, and select subnet0.

References:

https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-create-gateway- portal
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