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QUESTION 1

You are planning the move of App1 to Azure.

You create a network security group (NSG).

You need to recommend a solution to provide users with access to App1l.

What should you recommend?

A. Create an outgoing security rule for port 443 from the Internet. Associate the NSG to all the subnets.
B. Create an incoming security rule for port 443 from the Internet. Associate the NSG to all the subnets.

C. Create an incoming security rule for port 443 from the Internet. Associate the NSG to the subnet that contains the
web servers.

D. Create an outgoing security rule for port 443 from the Internet. Associate the NSG to the subnet that contains the
web servers.

Correct Answer: C
As Appl is public-facing we need an incoming security rule, related to the access of the web servers.

Scenario: You have a public-facing application named Appl. Appl is comprised of the following three tiers: a SQL
database, a web front end, and a processing middle tier.

Each tier is comprised of five virtual machines. Users access the web front end by using HTTPS only.

QUESTION 2
You have an Azure subscription that contains 10 virtual machines.

You need to ensure that you receive an email message when any virtual machines are powered off, restarted, or
deallocated.

What is the minimum number of rules and action groups that you require?

A. three rules and three action groups

B. one rule and one action group

C. three rules and one action group

D. one rule and three action groups

Correct Answer: C

An action group is a collection of notification preferences defined by the user. Azure Monitor and Service Health alerts
are configured to use a specific action group when the alert is triggered. Various alerts may use the same action group

or different action groups depending on the user\\'s requirements.

References: https://docs.microsoft.com/en-us/azure/monitoring-and-diagnostics/monitoring-action-groups
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QUESTION 3

You need to configure AG1. What should you create?
A. a multi-site listener

B. a URL path-based routing rule

C. a basic listener

D. a basic routing rule

Correct Answer: B

References: https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-create-url- route-portal

QUESTION 4

You have an Azure web app named WebAppl that runs in an Azure App Service plan named ASP1. ASP1 is based on
the D1 pricing tier.

You need to ensure that WebAppl can be accessed only from computers on your on-premises network. The solution
must minimize costs.

What should you configure? To answer, select the appropriate options in the answer area.
NOTE:Each correct selection is worth one point.

Hot Area:

Pricing tier for ASP1: v

Settings for WebApp1:___a& Iy
300ss-origin resource sharing(CORS)|
etworking

SSL

Correct Answer:
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Pricing tier for ASP1: v

B1

o)

P1v2 &°
S1 0%

Settings for WebApp1: ,@i‘y v

poss-origin resource sharing(CORS

giNetworking 1
SSL

Box 1: B1
B1 (Basic) would minimize cost compared P1v2 (premium) and S1 (standard).
Box 2: Cross Origin Resource Sharing (CORS)

Once you set the CORS rules for the service, then a properly authenticated request made against the service from a
different domain will be evaluated to determine whether it is allowed according to the rules you have specified.

Note: CORS (Cross Origin Resource Sharing) is an HTTP feature that enables a web application running under one
domain to access resources in another domain. In order to reduce the possibility of cross-site scripting attacks, all

modern

web browsers implement a security restriction known as same-origin policy. This prevents a web page from calling APIs
in a different domain. CORS provides a secure way to allow one origin (the origin domain) to call APIs in another origin.

References: https://azure.microsoft.com/en-us/pricing/details/app-service/windows/

https://docs.microsoft.com/en-us/azure/cdn/cdn-cors

QUESTION 5

You have an Azure subscription.

Users access the resources in the subscription from either home or from customer sites. From home, users must
establish a point-to-site VPN to access the Azure resources. The users on the customer sites access the Azure

resources by

using site-to-site VPNs. You have a line-of-business app named Appl that runs on several Azure virtual machine. The
virtual machines run Windows Server 2016.

You need to ensure that the connections to Appl are spread across all the virtual machines. What are two possible
Azure services that you can use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. a public load balancer
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B. Traffic Manager

C. an Azure Content Delivery Network (CDN)
D. an internal load balancer

E. an Azure Application Gateway

Correct Answer: DE
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