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QUESTION 1

A root account owner is trying to understand the S3 bucket ACL. Which of the below mentioned options cannot be used
to grant ACL on the object using the authorized predefined group?

A. Authenticated user group

B. All users group

C. Log Delivery Group

D. Canonical user group

Correct Answer: D

Explanation: An S3 bucket ACL grantee can be an AWS account or one of the predefined Amazon S3 groups. Amazon
S3 has a set of predefined groups. When granting account access to a group, the user can specify one of the URLs of
that group instead of a canonical user ID. AWS S3 has the following predefined groups: Authenticated Users group: It

represents all AWS accounts. All Users group: Access permission to this group allows anyone to access the resource.
Log Delivery group: WRITE permission on a bucket enables this group to write server access logs to the bucket.

QUESTION 2

In Amazon VPC, the encryption function is used to ensure privacy among both IKE and IPsec Security
Associations.

A. AES 192-bit

B. AES 256-bit

C. SHA 180-bit

D. SHA 2-bit

Correct Answer: B

Explanation:

When configuring your customer gateway to communicate with your VPC, the AES 128-bit or AES 256-bit
encryption is used to ensure privacy among both IKE and IPSec Security Associations.

Reference:

http://docs.aws.amazon.com/AmazonVPC/latest/NetworkAdminGuide/Introduction.html

QUESTION 3

An organization would like to set up an option for its Developers to receive an email whenever production Amazon EC2
instances are running over 80% CPU utilization.
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How can this be accomplished using an Amazon CloudWatch alarm?

A. Configure the alarm to send emails to subscribers using Amazon SES.

B. Configure the alarm to send emails to subscribers using Amazon SNS.

C. Configure the alarm to send emails to subscribers using Amazon Inspector.
D. Configure the alarm to send emails to subscribers using Amazon Cognito.
Correct Answer: B

Reference: https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/UsingAlarmActions.html

QUESTION 4

When preparing for a compliance assessment of your system built inside of AWS. what are three best-practices for you
to prepare for an audit? (Choose three.)

A. Gather evidence of your IT operational controls
B. Request and obtain applicable third-party audited AWS compliance reports and certifications
C. Request and obtain a compliance and security tour of an AWS data center for a pre-assessment security review

D. Request and obtain approval from AWS to perform relevant network scans and in-depth penetration tests of your
system\\'s Instances and endpoints

E. Schedule meetings with AWS\\'s third-party auditors to provide evidence of AWS compliance that maps to your
control objectives

Correct Answer. ABD

QUESTION 5

A company backs up data from its data center using a tape gateway on AWS Storage Gateway. The SysOps
Administrator needs to reboot the virtual machine running Storage Gateway.

What process will protect data integrity?

A. Stop Storage Gateway and reboot the virtual machine, then restart Storage Gateway.

B. Reboot the virtual machine, then restart Storage Gateway.

C. Reboot the virtual machine.

D. Shut down the virtual machine and stop Storage Gateway, then turn on the virtual machine.

Correct Answer: A
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