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QUESTION 1

A Solutions Architect must design a solution that encrypts data in Amazon S3. Corporate policy mandates encryption
keys be generated and managed on premises. Which solution should the Architect use to meet the security
requirements?

A. AWS CloudHSM

B. SSE-KMS: Server-side encryption with AWS KMS managed keys

C. SSE-S3: Server-side encryption with Amazon-managed master key

D. SSE-C: Server-side encryption with customer-provided encryption keys

Correct Answer: B

QUESTION 2

A Solutions Architect needs to deploy a node.js-based web application that is highly available and scales automatically.
The Marketing team needs to roll back on application releases quickly, and they need to have an operational
dashboard. The Marketing team does not want to manage deployment of OS patches to the Linux servers.

Use of which AWS service will satisfy these requirements?

A. Amazon EC2

B. Amazon API Gateway

C. AWS Elastic Beanstalk

D. Amazon EC2 Container Service

Correct Answer: C

Reference: https://aws.amazon.com/getting-started/projects/deploy-nodejs-web-app/

QUESTION 3

A company has asked a Solutions Architect to ensure that data is protected during data transfer to and from Amazon
S3. Use of which service will protect the data in transit?

A. AWS KMS
B. HTTPS

C. SFTP

D. FTPS

Correct Answer: B
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Reference: https://aws.amazon.com/premiumsupport/knowledge-center/secure-s3-resources/

QUESTION 4

You would like to create a mirror image of your production environment in another region for disaster recovery
purposes. Which of the following AWS resources do not need to be recreated in the second region? (Choose two.)

A. Route 53 Record Sets

B. IM1 Roles

C. Elastic IP Addresses (EIP)

D. EC2 Key Pairs

E. Launch configurations

F. Security Groups

Correct Answer: AB

The Route 53 and IAM are global.

As per the document defined, new IPs should be reserved not the same ones. Elastic IP Addresses are static IP
addresses designed for dynamic cloud computing. Unlike traditional static IP addresses, however, Elastic IP addresses
enable

you to mask instance or Availability Zone failures by programmatically remapping your public IP addresses to instances
in your account in a particular region. For DR, you can also pre-allocate some IP addresses for the most critical

systems

so that their IP addresses are already known before disaster strikes. This can simplify the execution of the DR plan.

QUESTION 5

A customer owns a MySQL database that is accessed by various clients who expect, at most, 100 ms latency on
requests. Once a record is stored in the database, it rarely changed. Clients only access one record at a time.

Database access has been increasing exponentially due to increased client demand. The resultant load will soon
exceed the capacity of the most expensive hardware available for purchase. The customer wants to migrate to AWS,
and is

willing to change database systems.

Which service would alleviate the database load issue and offer virtually unlimited scalability for the future?

A. Amazon RDS

B. Amazon DynamoDB

C. Amazon Redshift

D. AWS Data Pipeline
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Correct Answer: B
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