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QUESTION 1

A machine learning specialist is developing a proof of concept for government users whose primary concern is security.
The specialist is using Amazon SageMaker to train a convolutional neural network (CNN) model for a photo classifier
application. The specialist wants to protect the data so that it cannot be accessed and transferred to a remote host by
malicious code accidentally installed on the training container. 

Which action will provide the MOST secure protection? 

A. Remove Amazon S3 access permissions from the SageMaker execution role. 

B. Encrypt the weights of the CNN model. 

C. Encrypt the training and validation dataset. 

D. Enable network isolation for training jobs. 

Correct Answer: D 

Enable Network Isolation – Set this to true when creating training, hyperparameter tuning, and inference jobs to prevent
situations like malicious code being accidentally installed and transferring data to a remote host.
https://aws.amazon.com/blogs/security/secure-deployment-of-amazon-sagemaker-resources/ 

 

QUESTION 2

A company will use Amazon SageMaker to train and host a machine learning (ML) model for a marketing campaign.
The majority of data is sensitive customer data. The data must be encrypted at rest. The company wants AWS to
maintain the root of trust for the master keys and wants encryption key usage to be logged. 

Which implementation will meet these requirements? 

A. Use encryption keys that are stored in AWS Cloud HSM to encrypt the ML data volumes, and to encrypt the model
artifacts and data in Amazon S3. 

B. Use SageMaker built-in transient keys to encrypt the ML data volumes. Enable default encryption for new Amazon
Elastic Block Store (Amazon EBS) volumes. 

C. Use customer managed keys in AWS Key Management Service (AWS KMS) to encrypt the ML data volumes, and to
encrypt the model artifacts and data in Amazon S3. 

D. Use AWS Security Token Service (AWS STS) to create temporary tokens to encrypt the ML storage volumes, and to
encrypt the model artifacts and data in Amazon S3. 

Correct Answer: C 

Using customer managed keys in AWS KMS will allow the company to maintain the root of trust for the master keys,
and AWS KMS will log key usage. This ensures that the encryption keys used to encrypt the ML data volumes and
model artifacts are properly managed and secured. Additionally, using customer managed keys allows the company to
have greater control over the encryption process. 

 

QUESTION 3
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A company uses camera images of the tops of items displayed on store shelves to determine which items were
removed and which ones still remain. After several hours of data labeling, the company has a total of 1,000 hand-
labeled images covering 10 distinct items. The training results were poor. 

Which machine learning approach fulfills the company\\'s long-term needs? 

A. Convert the images to grayscale and retrain the model 

B. Reduce the number of distinct items from 10 to 2, build the model, and iterate 

C. Attach different colored labels to each item, take the images again, and build the model 

D. Augment training data for each item using image variants like inversions and translations, build the model, and
iterate. 

Correct Answer: A 

 

QUESTION 4

A Data Engineer needs to build a model using a dataset containing customer credit card information 

How can the Data Engineer ensure the data remains encrypted and the credit card information is secure? 

A. Use a custom encryption algorithm to encrypt the data and store the data on an Amazon SageMaker instance in a
VPC. Use the SageMaker DeepAR algorithm to randomize the credit card numbers. 

B. Use an IAM policy to encrypt the data on the Amazon S3 bucket and Amazon Kinesis to automatically discard credit
card numbers and insert fake credit card numbers. 

C. Use an Amazon SageMaker launch configuration to encrypt the data once it is copied to the SageMaker instance in a
VPC. Use the SageMaker principal component analysis (PCA) algorithm to reduce the length of the credit card
numbers. 

D. Use AWS KMS to encrypt the data on Amazon S3 and Amazon SageMaker, and redact the credit card numbers from
the customer data with AWS Glue. 

Correct Answer: D 

 

 

QUESTION 5

A data scientist wants to use Amazon Forecast to build a forecasting model for inventory demand for a retail company.
The company has provided a dataset of historic inventory demand for its products as a .csv file stored in an Amazon S3
bucket. The table below shows a sample of the dataset. 
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How should the data scientist transform the data? 

A. Use ETL jobs in AWS Glue to separate the dataset into a target time series dataset and an item metadata dataset.
Upload both datasets as .csv files to Amazon S3. 

B. Use a Jupyter notebook in Amazon SageMaker to separate the dataset into a related time series dataset and an item
metadata dataset. Upload both datasets as tables in Amazon Aurora. 

C. Use AWS Batch jobs to separate the dataset into a target time series dataset, a related time series dataset, and an
item metadata dataset. Upload them directly to Forecast from a local machine. 

D. Use a Jupyter notebook in Amazon SageMaker to transform the data into the optimized protobuf recordIO format.
Upload the dataset in this format to Amazon S3. 

Correct Answer: A 

Target and metadata must be in two files and loaded from S3, based on documentation:
https://docs.aws.amazon.com/forecast/latest/dg/dataset-import-guidelines-troubleshooting.html 
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