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QUESTION 1

A developer has an application that makes batch requests directly to Amazon DynamoDB by using the BatchGetltem
low-level API operation. The responses frequently return values in the UnprocessedKeys element. 

Which actions should the developer take to increase the resiliency of the application when the batch response includes
values in UnprocessedKeys? (Choose two.) 

A. Retry the batch operation immediately. 

B. Retry the batch operation with exponential backoff and randomized delay. 

C. Update the application to use an AWS software development kit (AWS SDK) to make the requests. 

D. Increase the provisioned read capacity of the DynamoDB tables that the operation accesses. 

E. Increase the provisioned write capacity of the DynamoDB tables that the operation accesses. 

Correct Answer: AC 

 

QUESTION 2

A Developer must encrypt a 100-GB object using AWS KMS. What is the BEST approach? 

A. Make an Encrypt API call to encrypt the plaintext data as ciphertext using a customer master key (CMK) 

B. Make an Encrypt API call to encrypt the plaintext data as ciphertext using a customer master key (CMK) with
imported key material 

C. Make a GenerateDataKey API call that returns a plaintext key and an encrypted copy of a data key. Use a plaintext
key to encrypt the data 

D. Make a GenerateDataKeyWithoutPlaintext API call that returns an encrypted copy of a data key. Use an encrypted
key to encrypt the data 

Correct Answer: D 

https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html 

 

QUESTION 3

A deployment package uses the AWS CLI to copy files into any S3 bucket in the account, using access keys stored in
environment variables. The package is running on EC2 instances, and the instances have been modified to run with an 

assumed IAM role and a more restrictive policy that allows access to only one bucket. 

After the change, the Developer logs into the host and still has the ability to write into all of the S3 buckets in that
account. 

What is the MOST likely cause of this situation? 
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A. An IAM inline policy is being used on the IAM role 

B. An IAM managed policy is being used on the IAM role 

C. The AWS CLI is corrupt and needs to be reinstalled 

D. The AWS credential provider looks for instance profile credentials last 

Correct Answer: B 

https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/credentials.html 

 

QUESTION 4

A company is using continuous integration/continuous deliver (CI/CD) system. A developer must automate the
deployment of an application software package to Amazon EC2 instances and virtual servers that run on premises. 

Which AWS services should the developer use to meet these requirements? 

A. AWS Cloud9 

B. AWS CodeBuild 

C. AWS Elastic Beanstalk 

D. AWS CodeDeploy 

Correct Answer: D 

 

QUESTION 5

A developer works in an environment with multiple AWS accounts that have AWS Lambda functions processing the
same 100 KB payloads. The developer wants to centralize the point of origin of the payloads to one account and have
all the Lambda functions be invoked whenever the initiating event occurs in the parent account. 

How can the developer design the workflow in the MOST efficient way, so all the multi-account Lambda functions get
invoked when the event occurs? 

A. Create a Lambda function in the parent account and use cross-account IAM roles with the AWS Security Token
Service (AWS STS) AssumeRole API call to make AWS Lambda invoke the API call to invoke all the cross-account
Lambda functions. 

B. Subscribe all the multi-account Lambda functions to an Amazon SNS topic and make a SNS Publish API call with the
payload to the SNS topic. 

C. Set up an Amazon SQS queue with the queue policy permitting the ReceiveMessage action for multi-account
Lambda functions. Then send the payload to the SQS queue using the sqs:SendMessage permission and poll the
queue using multi-account Lambda functions. 

D. Use a worker on an Amazon EC2 instance to poll for the payload event. Invoke all Lambda functions using the
Lambda Invoke API after using cross-account IAM roles with the AWS Security Token Service (AWS STS) AssumeRole
API call. 
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Correct Answer: D 
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