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QUESTION 1

Who enables encryption of data at rest for Amazon Elastic Block Store (Amazon EBS)? 

A. AWS Support 

B. AWS customers 

C. AWS Key Management Service (AWS KMS) 

D. AWS Trusted Advisor 

Correct Answer: B 

B. AWS Customers. 

-- Newly created Amazon EBS volumes aren\\'t encrypted by default.-- You, as an AWS Customer, can turn on default
encryption for new EBS volumes. >> https://aws.amazon.com/premiumsupport/knowledge-center/ebs-automatic-
encryption/ 

#:~:text=Short% 20description,Cloud%20(Amazon%20EC2)%20console. 

 

QUESTION 2

Which AWS service provides the ability to detect inadvertent data leaks of personally identifiable information (PII) and
user credential data? 

A. Amazon GuardDuty 

B. Amazon Inspector 

C. Amazon Macie 

D. AWS Shield 

Correct Answer: C 

Reference: https://aws.amazon.com/macie/ 

 

QUESTION 3

What does AWS Shield Standard provide? 

A. WAF rules 

B. DDoS protection 

C. Identity and Access Management (IAM) permissions and access to resources 

D. Data encryption 
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Correct Answer: B 

AWS Shield Standard provides protection for all AWS customers from common, most frequently occurring network and
transport layer DDoS attacks that target your web site or application at no additional charge. Reference:
https://aws.amazon.com/shield/pricing/ 

 

QUESTION 4

Which AWS service can a company use to access compliance documentation and AWS agreements? 

A. AWS Security Hub 

B. AWS Identity and Access Management (IAM) 

C. AWS Artifact 

D. AWS Certificate Manager (ACM) 

Correct Answer: C 

 

QUESTION 5

A company wants a cost-effective option when running its applications in an Amazon EC2 instance for short time
periods. The applications can be interrupted. Which EC2 instance type will meet these requirements? 

A. Spot Instances 

B. On-Demand Instances 

C. Reserved Instances 

D. Dedicated Instances 

Correct Answer: A 

Spot Instances- Spot Instances are the most cost-effective choice if you are flexible about when your applications run
and if your applications can be interrupted. 
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