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QUESTION 1

Refer to the screenshot below: This authentication method is applied to a service processing EAP-TLS authentications.
Which of the following is FALSE?

ADoK ClearPass Policy Manager

networks

Dashboard L] Configuration » Authentication » Methods
[&] Monitoring 4] Authentication Methods

{fﬂ Configuration (=)
1} Start Here E Edit Authentication Method o
{} Service Templates l
- =5 Authentication Nama: [EAP TLS With OCSP Enablad]
W m Description: EAP-TLS with OCSP
£ Sources |enabled; recommended for
Q 1dentity Onboard
L Single Sign-On (SS0O) Type: EAP-TLS
L} Local Users
2% Guest Users A Method Details
£3 Onboard Devices ‘ Session Resumption: [ Enable
{3 Endpoints Session Timeout: B | hours
{} Static Host Lists Authorization Required: [¥] Enable
£} Roles Certificate Comparison: Do not compare EI
1} Role Mappings Verify Certificate using OCSP: Required EI
# i posture Override OCSP URL from Client: [¥] Enable
: iEnfcrcement OCSP URL: http://localhostguestmdps_ocsg
- Network

1 Device Groups

A. Devices with revoked certificates will not be allowed access

B. Devices with deleted certificates will not be allowed access

C. Devices will perform OCSP check to their laptop\\'s localhost OCSP server
D. Devices will perform OCSP check with Clearpass

Correct Answer: C

QUESTION 2

Refer to the screenshot below:
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r,!i!‘,. Onboard + WorkSpace =)

=) Start Here
i ‘ﬂl" Initial Setup
+ ‘@ Management and Control
- ﬁ>-t Onbcard/MDM Configuration
&) Start Here
31 Calendar
L; Contacts
5'—-‘ Device Restrictions
| Email
&3 Exchange ActiveSync
% Passcode Policy
E\*\j Subscribed Calendar
& vpn Settings
##4 Web Clips and Bookmarks
+ % WorkSpace Configuration
¥ g'- Deployment and Provisioning

a—- Self-Service Portal

“. Configuration

“i Administration

wi- Access

Network Access
COptions for basic network access.

* Name:

Description:

* Network Type:

* Sacurity Type:

* Security Version:

* S5ID:

Wireless:
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Network Settings » Network Access

1 protocols

@ Aithentication £y windows

[E=] Trust

= Proxy

Employee_Securs
Enter a name for the network,

Connect to the example network.

Enter a description for the network.

Wireless only -
Select which types of network will be provisioned.
Enterprise security (802.1X) will be selected if wired networks are to be supported.

Enterprise (802.1X) -
Select the authentization method used for the network.
Enterprise security (BUZ.1X] will be selected if wired networks are to be supported.

Wireless Network Settings
Options for wireless network access.

WPA2 with AES (lecommended) -

Select the WPA encryption version for the wireless network.

This setting is used for Windows, Android and Legacy 05 X (10.5/6) devices only.
105 and 05 X 10.7+ (Lion or later) devices auto-detect the WPA version.

sceurc_cmp
Enter the SSID of the wireless network to connect to.

[l Hidden network

Select this option if the wireless network is no: open or breadcasting.

Which of the following statements is true regarding the above configuration for network settings? (Choose 2)

A. Onboarded devices will connect to Employee_Secure SSID after provisioning.

B. Onboarded devices will connect to secure_emp SSID after provisioning.

C. Users will connect to Employee_Secure SSID for provisioning their devices.

D. Users must enter a Pre-shared key to connect to the network.

E. Users will do 802.1X authentication when connecting to the SSID.

Correct Answer: BE

QUESTION 3

A customer would like to deploy ClearPass with the following objectives: they have between 2000 to 3000 corporate
users that need to authenticate daily using EAP-TLS. They want to allow for up to 1000 employee devices to be
onboarded. They would also like to allow up to 100 different guest users each day to authenticate using the web login

feature.

Which of the following best describes the license mix that they need to purchase?

A. CP-HW-5k, 100 Onboard, 100 Guest.

B. CP-HW-500, 1000 Onboard, 100 Guest.
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C. CP-HW-2k, 1000 Onboard, 100 Guest.
D. CP-HW-5k, 2500 Enterprise.
E. CP-HW-5k, 1000 Enterprise.

Correct Answer: D

QUESTION 4

Which of the following devices support Apple over-the-air provisioning? (Choose 2)
A. Laptop running Mac OS X 10.6

B. Laptop running Mac OS X 10.8

C.i0S5

D. Android 2.2

E. Windows XP

Correct Answer: BC

QUESTION 5

Which of the following statements is NOT true about the configuration of a generic LDAP server as an External
Authentication Server in Clearpass?

A. The bind DN can be in the administrator@domain format.

B. The list of attributes fetched from an LDAP server can be customized.
C. An LDAP Browser can be used to search the Base DN.

D. Multiple LDAP servers cannot be configured as authentication sources.
E. Generic LDAP servers can be used as authentication sources.

Correct Answer: A
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