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QUESTION 1

Your company is deploying a new application on employee\\'s personal Windows RT devices. The devices are
registered with Microsoft Intune. You need to publish the new application to Microsoft Intune cloud storage so that the
employees 

can install the published application. 

What are requirements of the published installation files? 

A. In order to publish the files, Internet speed must be at least 50 kbps 

B. The cumulative total file size for the published applications must be smaller than 2 GB 

C. In order to upload the software, the files must be a .zip format 

D. As many files as necessary may be uploaded, but no single file may be larger than 2 GB 

Correct Answer: D 

Before you publish computer apps to Microsoft Intune cloud storage make sure no single file size is larger than 2 GB. 

Reference: Deploy apps to computers in Microsoft Intune https://technet.microsoft.com/en-us/library/dn646961.aspx 

 

QUESTION 2

This question requires that you evaluate the underlined text to determine if it is correct. 

When BitLocker is enabled and and protecting a local drive, Trusted Platform Module (TPM) provides "pre-start system
integrity verification for system and operating system drives". Instructions: Review the underlined text. If it makes the 

statement correct, select "No change is needed". If the statement is incorrect, select the answer choice than makes the
statement correct. 

A. No change is needed 

B. 256-bit encryption that uses Advanced Encryption Standard (AES) 

C. a location that stores recovery keys for removable drives 

D. boot sector mapping for the startup process 

Correct Answer: C 

Computers that incorporate a TPM have the ability to create cryptographic keys and encrypt them so that they can be
decrypted only by the TPM. This process, often called "wrapping" or "binding" a key, can help protect the key from
disclosure. Each TPM has a root "wrapping" key, called the Storage Root Key (SRK), which is stored within the TPM
itself. The private portion of a key created in a TPM is never exposed to any other component, software, process, or
person. 

Reference: Windows Trusted Platform Module Management Step-by-Step Guide https://technet.microsoft.com/en-
us/library/cc749022%28v=ws.10%29.aspx 
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QUESTION 3

Your company uses Windows 10 Work Folders on personal devices. The devices are all registered in Microsoft Intune. 

You need to enforce the following security requirements on the personal devices: 

Company data can be removed if an employee is terminated. Company data cannot be accessed if a devise is lost or
stolen. 

What should you do? 

A. Enable selective wipe, and enforce a lock screen and password 

B. Enable selective wipe, and secure files transfers with SSL 

C. Enable selective wipe, and enforce encryption 

D. Enforce encryption and enforce a lock screen and password 

Correct Answer: C 

*

 Microsoft Intune provides selective wipe, full wipe, remote lock, and passcode reset capabilities. A selective wipe to
remove only company data. 

*

 Encryption on Mobile Devices can be managed with Configuration Manager and Intune 

Reference: Help protect your data with remote wipe, remote lock, or passcode reset using Microsoft Intune
https://technet.microsoft.com/en-us/library/jj676679.aspx Reference: Managing Encryption on Mobile Devices with
Configuration Manager and Intune http://blogs.technet.com/b/pauljones/archive/2014/08/04/managing-encryption-on-
mobile-devices-with-configuration-manager-and-intune.aspx 

 

QUESTION 4

Your parents want you to help them protect a tax return file that is on their computer. You use BitLocker to encrypt the
hard drive that contains the file. You then make a backup copy of the file. What will occur if you attempt to copy the
backup copy to a USB flash drive? 

A. The backup copy will remain encrypted 

B. BitLocker will encrypt the USB flash drive 

C. BitLocker will prevent you from moving the file 

D. The backup copy will be decrypted 

Correct Answer: A 

References: https://social.technet.microsoft.com/Forums/en-US/94951675-b9ac-4ba2-880d-2da98defd560/bitlocker-
does-not-decrypt-files-when-moving-file-from-hard-drive-to-another-device 
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QUESTION 5

Which Microsoft Intune Company Portal App platform requires IT deployment? 

A. Android 

B. Windows Phone 8.1 

C. iOS 

D. Windows RT 

Correct Answer: B 

Windows Intune Company Portal for Windows Phone 8/8.1 requires IT deployment 

Incorrect answers: 

Not A: Android requires Direct User Installation. 

Not C: iOS requires Direct User Installation. 

Not D: Windows 8.x (x86/x64 and RT) supports both IT deployment and Direct User Installation. 

Reference: Windows Intune Company Portals for iOS and Android Now Available 

http://blogs.technet.com/b/windowsintune/archive/2013/11/25/windows-intune-company-portals-for-ios-and-android-now-
available.aspx 
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