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QUESTION 1

A CISO sees abnormally high volumes of exceptions to security requirements and constant pressure from business
units to change security processes.

Which of the following represents the MOST LIKELY cause of this situation?
A. Poor audit support for the security program

B. Poor alignment of the security program to business needs

C. This is normal since business units typically resist security requirements
D. A lack of executive presence within the security program

Correct Answer: B

QUESTION 2

What is the difference between encryption and tokenization?

A. Tokenization combined with hashing is always better than encryption

B. Encryption can be mathematically reversed to provide the original information
C. The token contains the all original information

D. Tokenization can be mathematically reversed to provide the original information

Correct Answer: B

QUESTION 3

As the CISO for your company you are accountable for the protection of information resources commensurate with:
A. Risk of exposure

B. Cost and time to replace

C. Insurability tables

D. Customer demand

Correct Answer: A

QUESTION 4

Risk appetite directly affects what part of a vulnerability management program?
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A. Scope

B. Schedule
C. Staff

D. Scan tools

Correct Answer: A

QUESTION 5

An organization licenses and uses personal information for business operations, and a server containing that
information has been compromised.

What kind of law would require notifying the owner or licensee of this incident?
A. Consumer right disclosure

B. Data breach disclosure

C. Special circumstance disclosure

D. Security incident disclosure

Correct Answer: B
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