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QUESTION 1

What key technology can mitigate ransomware threats? 

A. Use immutable data storage 

B. Phishing exercises 

C. Application of multiple end point anti-malware solutions 

D. Blocking use of wireless networks 

Correct Answer: A 

Reference: https://cloud.google.com/blog/products/identity-security/5-pillars-of-protection-to-preventransomware-
attacks 

 

QUESTION 2

What should an organization do to ensure that they have a sound Business Continuity (BC) Plan? 

A. Conduct a Disaster Recovery (DR) exercise every year to test the plan 

B. Conduct periodic tabletop exercises to refine the BC plan 

C. Test every three years to ensure that the BC plan is valid 

D. Define the Recovery Point Objective (RPO) 

Correct Answer: B 

 

QUESTION 3

Providing oversight of a comprehensive information security program for the entire organization is the primary
responsibility of which group under the InfoSec governance framework? 

A. Office of the General Counsel 

B. Office of the Auditor 

C. Senior Executives 

D. All employees and users 

Correct Answer: C 

 

QUESTION 4

An organization is required to implement background checks on all employees with access to databases containing
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credit card information. This is considered a security___________. 

A. Technical control 

B. Management control 

C. Procedural control 

D. Administrative control 

Correct Answer: B 

 

QUESTION 5

In accordance with best practices and international standards, how often is security awareness training provided to
employees of an organization? 

A. Every 18 months 

B. Every 12 months 

C. High risk environments 6 months, low-risk environments 12 months 

D. Every 6 months 

Correct Answer: B 
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