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QUESTION 1

Scenario: Critical servers show signs of erratic behavior within your organization\\'s intranet. Initial information indicates
the systems are under attack from an outside entity. As the Chief Information Security Officer (CISO), you decide to
deploy the Incident Response Team (IRT) to determine the details of this incident and take action according to the
information available to the team. During initial investigation, the team suspects criminal activity but cannot initially prove
or disprove illegal actions.

What is the MOST critical aspect of the team\\'s activities?

A. Regular communication of incident status to executives

B. Preservation of information

C. Eradication of malware and system restoration

D. Determination of the attack source

Correct Answer: B

QUESTION 2

As the Risk Manager of an organization, you are task with managing vendor risk assessments. During the assessment,
you identified that the vendor is engaged with high profiled clients, and bad publicity can jeopardize your own brand.

Which is the BEST type of risk that defines this event?
A. Compliance Risk

B. Reputation Risk

C. Operational Risk

D. Strategic Risk

Correct Answer: B

QUESTION 3

Which of the following organizations is typically in charge of validating the implementation and effectiveness of security
controls?

A. Security Operations

B. Internal/External Audit
C. Risk Management

D. Security Administrators

Correct Answer: B
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QUESTION 4

When an organization claims it is secure because it is PCI-DSS certified, what is a good first question to ask towards

assessing the effectiveness of their security program?
A. How many credit records are stored?

B. What is the value of the assets at risk?

C. What is the scope of the certification?

D. How many servers do you have?

Correct Answer: C

QUESTION 5

Risk is defined as:

A. Quantitative plus qualitative impact

B. Asset loss times likelihood of event

C. Advisory plus capability plus vulnerability
D. Threat times vulnerability divided by control

Correct Answer: D
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