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QUESTION 1

Which of the following provides an audit framework? 

A. Control Objectives for IT (COBIT) 

B. International Organization Standard (ISO) 27002 

C. Payment Card Industry –Data Security Standard (PCI-DSS) 

D. National Institute of Standards and technology (NIST) SP 800-30 

Correct Answer: A 

 

QUESTION 2

The success of the Chief Information Security Officer is MOST dependent upon: 

A. following the recommendations of consultants and contractors 

B. raising awareness of security issues with end users 

C. favorable audit findings 

D. development of relationships with organization executives 

Correct Answer: D 

 

QUESTION 3

Scenario: Your company has many encrypted telecommunications links for their world-wide operations. Physically
distributing symmetric keys to all locations has proven to be administratively burdensome, but symmetric keys are
preferred to other alternatives. 

Symmetric encryption in general is preferable to asymmetric encryption when: 

A. The number of unique communication links is large 

B. The distance to the end node is farthest away 

C. The volume of data being transmitted is small 

D. The speed of the encryption / deciphering process is essential 

Correct Answer: D 

 

QUESTION 4

When entering into a third party vendor agreement for security services, at what point in the process is it BEST to
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understand and validate the security posture and compliance level of the vendor? 

A. Prior to signing the agreement and before any security services are being performed 

B. Once the agreement has been signed and the security vendor states that they will need access to the network 

C. Once the vendor is on premise and before they perform security services 

D. At the time the security services are being performed and the vendor needs access to the network 

Correct Answer: A 

 

QUESTION 5

Bob waits near a secured door, holding a box. He waits until an employee walks up to the secured door and uses the
special card in order to access the restricted area of the target company. Just as the employee opens the door, Bob
walks up to the employee (still holding the box) and asks the employee to hold the door open so that he can enter. What
is the best way to undermine the social engineering activity of tailgating? 

A. Post a sign that states, “no tailgating” next to the special card reader adjacent to the secure door 

B. Issue special cards to access secure doors at the company and provide a one-time only brief description of use of the
special card 

C. Educate and enforce physical security policies of the company to all the employees on a regular basis 

D. Setup a mock video camera next to the special card reader adjacent to the secure door 

Correct Answer: C 
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