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QUESTION 1

When reviewing a Solution as a Service (SaaS) provider\\'s security health and posture, which key document should
you review? 

A. SaaS provider\\'s website certifications and representations (certs and reps) 

B. SOC-2 Report 

C. Metasploit Audit Report 

D. Statement from SaaS provider attesting their ability to secure your data 

Correct Answer: B 

Reference: https://www.threatstack.com/blog/how-saas-companies-can-build-a-compliance-roadmap 

 

QUESTION 2

Scenario: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security
program. Internal policies and international standards were used as audit baselines. The audit report was presented to
the CISO and a variety of high, medium and low rated gaps were identified. 

Which of the following is the FIRST action the CISO will perform after receiving the audit report? 

A. Inform peer executives of the audit results 

B. Validate gaps and accepts or dispute the audit findings 

C. Create remediation plans to address program gaps 

D. Determine if security policies and procedures are adequate 

Correct Answer: B 

 

QUESTION 3

When measuring the effectiveness of an Information Security Management System which one of the following would be
MOST LIKELY used as a metric framework? 

A. ISO 27001 

B. ISO 27004 

C. PRINCE2 

D. ITILv3 

Correct Answer: B 
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QUESTION 4

Which of the following is a term related to risk management that represents the estimated frequency at which a threat is
expected to transpire? 

A. Temporal Probability (TP) 

B. Annualized Rate of Occurrence (ARO) 

C. Single Loss Expectancy (SLE) 

D. Exposure Factor (EF) 

Correct Answer: B 

 

QUESTION 5

How often should the SSAE16 report of your vendors be reviewed? 

A. Quarterly 

B. Semi-annually 

C. Bi-annually 

D. Annually 

Correct Answer: D 
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