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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. The forest contains a member server named
Server1 that runs Windows Server 2016. All domain controllers run Windows Server 2012 R2. 

Contoso.com has the following configuration. 

PS C:\> (Get-ADForest).ForestMode 

Windows2008R2Forest 

PS C:\> (Get-ADDomain).DomainMode Windows2008R2Domain PS C:\> 

You plan to deploy an Active Directory Federation Services (AD FS) farm on Server1 and to configure device
registration. 

You need to configure Active Directory to support the planned deployment. 

Solution: You run adprep.exe from the Windows Server 2016 installation media. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Device Registration requires Windows Server 2012 R2 forest schema. We can run adprep.exe to upgrade the schema. 

References: https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/configure-a-federation-server-
with-device-registration-service https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/upgrade-domain-
controllers-towindows-server-2012-r2-and-windows-server-2012 

 

QUESTION 2

Your network contains an enterprise root certification authority (CA) named CA1. 

Multiple computers on the network successfully enroll for certificates that will expire in one year. The certificates are
based on a template named Secure_Computer. The template uses schema version 2. 

You need to ensure that new certificates based on Secure_Computer are valid for three years. 

What should you do? 
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A. Modify the Validity period for the certificate template. 

B. Instruct users to request certificates by running the certreq.exe command. 

C. Instruct users to request certificates by using the Certificates console. 

D. Modify the Validity period for the root CA certificate. 

Correct Answer: A 

 

QUESTION 3

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Server1
that runs a Server Core installation of Windows Server 2016. Server1 is configured as an Active Directory Rights 

Management Services (AD RMS) server for the domain. 

You need to install the Identity Federation Support role service on Server1. 

What should you do first? 

A. Run the Install–WindowsFeature NET–Franework

Correct Answer: C 

 

 

QUESTION 4

Your network contains an Active Directory forest named contoso.com. The forest contains the root domain and two child
domains named childl.contoso.com and child2.contoso.com. 

Child1 contains three domain controllers named DC1, DC2, and DC3. Child2 contains one domain controller named 

You have two accounts named Child1\Admin1 and Child2\Admin2 that you use to perform administrative tasks.
Currently, the accounts can manage only the member servers in their respective domain. 

You plan to demote DC3 and to remove the Child2 domain. 

You need to ensure that Admin1 can demote DC3 and that Admtn2 can demote DC4. The solution must use the
principle of least privilege. 

To which groups should you add Admin1 and Admin2? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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References: https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/deploy/demoting-domain-controllers-and-
domains--level-200

 

QUESTION 5

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. The forest contains a member server named
Server1 that runs Windows Server 2016. All domain controllers run Windows Server 2012 R2. 

Contoso.com has the following configuration. 

PS C:\> (Get-ADForest).ForestMode 

Windows2008R2Forest 

PS C:\> (Get-ADDomain).DomainMode Windows2008R2Domain PS C:\> 

You plan to deploy an Active Directory Federation Services (AD FS) farm on Server1 and to configure device
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registration. 

You need to configure Active Directory to support the planned deployment. 

Solution: You raise the domain functional level to Windows Server 2012 R2. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Device Registration requires Windows Server 2012 R2 forest schema (not just domain schema). 

References: https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/configure-a-federation-server-
with-device-registration-service 
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