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QUESTION 1

Cisco AnyConnect profiles can be used to set which three options? (Choose three.) 

A. Define a list of VPN gateways that are presented to users upon login. 

B. Define a quarantine VLAN for remote devices that fail a host scan. 

C. Define a guest VLAN to all "noncompany" Cisco IOS WebVPN users. 

D. Define a list of backup servers if primary gateways are unavailable. 

E. Activate the SSL VPN tunnel as part of the Windows login sequence. 

F. Configure the Cisco Secure Desktop vault. 

Correct Answer: ADE 

http://www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect20/administrative/guide/ad minapa.pdf 

 

QUESTION 2

What is a valid reason for configuring a list of backup servers on the Cisco AnyConnect VPN Client profile? 

A. to access a backup authentication server 

B. to access a backup DHCP server 

C. to access a backup VPN server 

D. to access a backup CA server 

Correct Answer: C 

 

QUESTION 3

A remote user who establishes a clientless SSL VPN session is presented with a web page. The administrator has the
option to customize the "look and feel" of the page. What are three components of the VPN Customization Editor?
(Choose three.) 

A. Application page 

B. Logon page 

C. Networking page 

D. Logout page 

E. Home page 

F. Portal page 
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Correct Answer: BDF 

GUI Enhancements In Cisco IOS Release 12.4(15)T, ergonomic improvements were made to the GUI user interface of
the Cisco IOS SSL VPN gateway. The improved customization of the user interface provides for greater flexibility and
the ability to tailor portal pages for individualized looks. Enhancements were made to the following web screens: ?Login
screen ?Portal page 

 

QUESTION 4

Which three statements concerning keystroke logger detection are correct? (Choose three.) 

A. It requires administrative privileges in order to run. 

B. It runs on Windows and MAC OS X systems. 

C. It detects loggers that run as a process or kernel module. 

D. It detects both hardware- and software-based keystroke loggers. 

E. It allows the administrator to define "safe" keystroke logger applications. 

Correct Answer: ACE 

http://www.cisco.com/en/US/docs/security/csd/csd321/configuration/guide/CSDJfaq.html and
http://www.cisco.com/en/US/docs/security/csd/csd_32/configuration/guide/CSDJtuto.html 

 

QUESTION 5

Refer to the exhibit. 
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The ABC Corporation is changing remote-user authentication from pre-shared keys to certificate-based authentication.
For most employee authentication, its group membership (the employees) governs corporate access. Certain
management personnel need access to more confidential servers. Access is based on the group and name, such as
finance and level_2. When it is time to pilot the new authentication policy, a finance manager is able to access the
department-assigned servers but cannot access the restricted servers. 

As the network engineer, where would you look for the problem? 

A. Check the validity of the identity and root certificate on the PC of the finance manager. 

B. Change the Management Certificate to Connection Profile Maps > Rule Priority to a number that is greater than 10. 

C. Check if the Management Certificate to Connection Profile Maps > Rules is configured correctly. 

D. Check if the Certificate to Connection Profile Maps > Policy is set correctly. 

Correct Answer: D 

Cisco ASDM User Guide Version 6.1 
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