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QUESTION 1

Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless SSL VPN session.
Which statement is correct concerning the SSL VPN authorization process?

A. Remote clients can be authorized by applying a dynamic access policy, which is configured on an external AAA
server.

B. Remote clients can be authorized externally by applying group parameters from an external database.
C. Remote client authorization is supported by RADIUS and TACACS+ protocols.

D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy.

Correct Answer: B

http:/iwww.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/vpn_extserver.html

QUESTION 2

Refer to the exhibit.
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After a remote user established a Cisco AnyConnect session from a wireless card through the Cisco ASA appliance of a
partner to a remote server, the user opened the Cisco AnyConnect VPN Client Statistics Details screen.

What are the two sources of the IP addresses that are marked A and B? (Choose two.)
A. IP address that is assigned to the wireless Ethernet adapter of the remote user

B. IP address that is assigned to the remote user from the Cisco ASA address pool

C. IP address of the Cisco ASA physical interface of the partner

D. IP address of the Cisco ASA virtual HTTP server of the partner

E. IP address of the default gateway router of the remote user

F. IP address of the default gateway router of the partner

Correct Answer: BC

QUESTION 3

Which statement about CRL configuration is correct?

A. CRL checking is enabled by default.

B. The Cisco ASA relies on HTTPS access to procure the CRL list.
C. The Cisco ASA relies on LDAP access to procure the CRL list.
D. The Cisco Secure ACS can be configured as the CRL server.
Correct Answer: C

ASA SSLVPN deployment guide:

The security appliance supports various authentication methods: RSA one-time passwords, Radius, Kerberos, LDAP,
NT Domain, TACACS, Local/lnternal, digital certificates, and a combination of both authentication and certificates.
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QUESTION 4

Which three options are characteristics of WebType ACLs? (Choose three.)

A. They are assigned per-connection profile.

B. They are assigned per-user or per-group policy.

C. They can be defined in the Cisco AnyConnect Profile Editor.

D. They support URL pattern matching.

E. They support implicit deny all at the end of the ACL.

F. They support standard and extended WebType ACLs.

Correct Answer: BDE

You can configure ACLs (Access Control Lists) to apply to user sessions. These are filters that permit or deny user
access to specific networks, subnets, hosts, and web servers. ?If you do not define any filters, all connections are
permitted. ? The security appliance supports only an inbound ACL on an interface. ?At the end of each ACL, there is an

implicit, unwritten rule that denies all traffic that is not permitted. If traffic is not explicitly permitted by an access control
entry (ACE), the security appliance denies it. ACEs are referred to as rules in this topic. This pane lets you add and edit
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ACLs to be used for Clientless SSL VPN sessions, and the ACL entries each ACL contains. It also displays summary
information about ACLs and ACEs, and lets you enable or disable them, and change their priority order.

QUESTION 5

Refer to the exhibit.
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When you are testing SSL VPN in a non-production environment, certain variables in the Cisco ASDM session details
can be viewed or changed under Configuration > AnyConnect Connection Profiles.

Which parameter can be viewed or changed in the AnyConnect Connection Profiles?
A. Assigned IP address 10.0.1.50

B. Client TypE. SSL VPN Client

C. Authentication ModE. Certificate and User Password

D. Client Ver: Cisco AnyConnect VPN Agent for Windows

Correct Answer: C
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