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QUESTION 1

Refer to the exhibit.

tunnel -group BASIC-ANYCONNECT-PROFILE gene_:;}:al—attrihutes
authentication-server-group MY-RADIUS- S}{R."S
secondary-authentication-server-group. }ﬂ' ~-LDAP-SVRS

1 \“‘3"0

ol
tunnel -group BASIC—BNICONNECT—PR{}F:@’E webvpn-attributes
o

authentication aaa v

Given the example that is shown, what can you determine?

A. Users are required to perform RADIUS or LDAP authentication when connecting with the Cisco AnyConnect client.
B. Users are required to perform AAA authentication when connecting via WebVPN.

C. Users are required to perform double AAA authentication.

D. The user access identity is prefilled at login, requiring users to enter only their password.

Correct Answer: C

QUESTION 2

Refer to the exhibit.

# status Disconnected | YPN Client - Version 5.0.01.0600 r.__|[EJ|E|
Connection Entries  Status Cerkificates Log Options Help
Fl=] -
. !II'III'I
W Impart E «port Enral CISCO

Connection Entries | Certifizates 1 Lag ]

M urnber J Certifizate . ] K.en Size ] Walidity

1 cantrectar] o W% Cisco 1024 until Jun 21, 2011
1] contrzchor { ' 4 Microsof 1024 urtil Jun 21, 2011
2 level 2 i K;,;f; ticrogof 1024 irvalid: ot active

v

| Mot conmected,

The "level_2" digital certificate was installed on a laptop. What can cause an "invalid not active" status message?

A. On first use, a CA server-supplied passphrase is entered to validate the certificate.
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B. A "newly installed" digital certificate does not become active until it is validated by the peer device upon its first
usage.

C. The user has not clicked the Verify button within the Cisco VPN Client.

D. The CA server and laptop PC clocks are out of sync.

Correct Answer: D

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/cert_cfg.html

Certificates have a date and time that they become valid and that they expire. When the security appliance enrolls with

a CA and gets a certificate, the security appliance checks that the current time is within the valid range for the certificate.
If it is outside that range, enrollment fails. Same would apply to communication between ASA and PC

QUESTION 3

Clientless Applications
Application Type |Panel Fi!q\n@me
Standard Application Access_ apB—access—hlp.iﬂc
Standard Browse Netwnr‘kﬁ : ;ﬁle-acc-:ss;-hip.inc
Standard AnyCDnneE;gﬁ%nl net-access-hlp.inc
Standard Web ACFBSé web-access-hlp.inc
Plug-in Me}u\lfrﬁmle Access |ica-hlp.nc
Plug-in Tétminal Servers  |rdp-hlp.inc
Plug-in Telnat/SSH Servers ssh,telnet-hlp.ink
Plug-in VNC Connections  [vonc-hlp.inc &
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An engineer, while working at a home office, wants to launch the Cisco AnyConnect Client to the corporate offices while
simultaneously printing network designs on the home network.

Without allowing access to the Internet, what are the two best ways for the administrator to configure this application?
(Choose two.)

A. Select the Tunnel All Networks policy.

B. Select the Tunnel Network List Below policy.
C. Select the Exclude Network List Below policy.
D. Configure an exempted network list.

E. Configure a standard access list and apply it to the network list.
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F. Configure an extended access list and apply it to the network list.
Correct Answer: CE

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a0080702992.shtmi

QUESTION 4

In a remote-access VPN solution, on which device or devices can dead peer detection be configured?
A. remote device

B. headend device

C. both headend and remote devices

D. Dead peer detection can be configured only on site-to-site VPN.

Correct Answer: C

Dead Peer Detection Dead Peer Detection (DPD) ensures that the security appliance (gateway) or the client can quickly
detect a condition where the peer is not responding, and the connection has failed.

Fields

?Gateway Side Detection--Uncheck the Disable check box to specify that DPD is performed by the security appliance
(gateway). Enter the interval, from 30 to 3600 seconds, with which the security appliance performs

DPD.
?Client Side Detection--Uncheck the Disable check box to specify that DPD is performed by the client.

Enter the interval, from 30 to 3600 seconds, with which the client performs DPD.

QUESTION 5

Refer to the exhibit.
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A new NOC engineer is troubleshooting a VPN connection.

Which statement about the fields within the Cisco VPN Client Statistics screen is correct?

A. The ISP-assigned IP address of 10.0.21.1 is assigned to the VPN adapter of the PC.

B. The IP address of the security appliance to which the Cisco VPN Client is connected is 192.168.1.2.
C. CorpNet is the name of the Cisco ASA group policy whose tunnel parameters the connection is using.

D. The ability of the client to send packets transparently and unencrypted through the tunnel for test purposes is turned
off.

E. With split tunneling enabled, the Cisco VPN Client registers no decrypted packets.

Correct Answer: B
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