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QUESTION 1

Authorization of a clientless SSL VPN defines the actions that a user may perform within a clientless SSL VPN session.
Which statement is correct concerning the SSL VPN authorization process?

A. Remote clients can be authorized by applying a dynamic access policy, which is configured on an external AAA
server.

B. Remote clients can be authorized externally by applying group parameters from an external database.
C. Remote client authorization is supported by RADIUS and TACACS+ protocols.
D. To configure external authorization, you must configure the Cisco ASA for cut-through proxy.

Correct Answer: B

QUESTION 2

You have been using pre-shared keys for IKE authentication on your VPN. Your network has grown rapidly, and now
you need to create VPNs with numerous IPsec peers. How can you enable scaling to numerous IPsec peers?

A. Migrate to external CA-based digital certificate authentication.
B. Migrate to a load-balancing server.

C. Migrate to a shared license server.

D. Migrate from IPsec to SSL VPN client extended authentication.

Correct Answer: A

QUESTION 3

Which two statements about the Cisco ASA cluster load-balancing feature are correct? (Choose two.)
A. The Cisco ASA load-balances both site-to-site and remote-access VPN tunnels.

B. The Cisco ASA load-balances remote-access VPN tunnels only.

C. The Cisco ASA load-balances IPsec VPN tunnels only.

D. The Cisco ASA load-balances IPsec VPN and Cisco AnyConnect SSL VPN tunnels only.

E. The Cisco ASA load-balances IPsec VPN, clientless, and Cisco AnyConnect SSL VPN tunnels.

Correct Answer: BE

QUESTION 4
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What is a valid reason for configuring a list of backup servers on the Cisco AnyConnect VPN Client profile?
A. to access a backup authentication server

B. to access a backup DHCP server

C. to access a backup VPN server

D. to access a backup CA server

Correct Answer: C

QUESTION 5

An XYZ Corporation systems engineer, while making a sales call on the ABC Corporation headquarters, tried to access
the XYZ sales demonstration folder to transfer a demonstration via FTP from an ABC conference room behind the
firewall. The engineer could not reach XYZ through the remote-access VPN tunnel. From home the previous day,
however, the engineer did connect to the XYZ sales demonstration folder and transferred the demonstration via IPsec
over DSL.

To get the connection to work and transfer the demonstration, what should the engineer do?

A. Change the MTU size on the IPsec client to account for the change from DSL to cable transmission.

B. Enable the local LAN access option on the IPsec client.

C. Enable the IPsec over TCP option on the IPsec client.

D. Enable the clientless SSL VPN option on the PC.

Correct Answer: C
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