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QUESTION 1

What is a valid reason for configuring a list of backup servers on the Cisco AnyConnect VPN Client profile?
A. to access a backup authentication server

B. to access a backup DHCP server

C. to access a backup VPN server

D. to access a backup CA server

Correct Answer: C

QUESTION 2

Refer to the exhibit.

Lot

Configuration > Remote Access ¥PM = AAALocal Users = Local Users O

Create entries in the ASA local user database, Q}

Command authorization must be enabled in arder for the user account privileges{:‘:‘u:l:iz enforced, To enable command authorization, go to

Autharization, -

And authentication console commands must be enabled in order For cer;agg.gc-gess restrickions ko be enforced, To enable AA8 authentication
command go to Authentication. \ 2

| Username Privilege Level (Rale) Access Rest |&;3ns VPR Group Policy YPM Group Lock

|manager1 Mo ASDWCLI management -- Inherit Group Polic,. .

!cu:untractu:ur 15 Full -- Inherit Group Palicy -- -- Inherit Group Palic, ..

!contractorl z Mo ASDM[CLT new_hire -- Inherit Group Polic.. .

The user "contractor" inherits which VPN group policy?
A. employee

B. management

C. Defaut WEBVPNGroup D. DfltGrpPolicy

E. new_hire

Correct Answer: D

QUESTION 3

Refer to following Exhibit and answer the following question below:
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=1

Click the grey buttons at the bottom of this frame to view the different windows.
Windows can be minimized and repositioned. You can also reposition a window by dragging it by the title bar.

The "Tab” key and most commands that use the Control or Escape keys are not supported and are not needed to complete
this simulation.

You are the firewall administrator for a small company. The company currently supports remote-access SSL VPN and IPsec
WPMvia a Cisco ASA 5520. This morning, your manager supplied you with a list of Cisco ASA configuration questions. Usin
= the Cisco ASA ASDM, your job is to navigate the preconfigured Cisco ASDM to find the answers to the questions.

iy L&
SSL VPN
0 ADMIN PC
Cisco ASA (ASDM)
5540

192.168.4.0

10.0.4.0
N i . 1 8
IPsec VPN
- 2 :
0 172.16.2.0
V A
DMZ
Server
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ASDM EE)
File %izw Tools ‘wizards  window Help Look For | |
1 ]
‘é?ﬁ Home: ‘U{“‘} _onfiguration D MOnItorng | G ave @ Hefresh | 0 bacs, \) | "? Help i l C
Remote Access ¥PN (] Confiquration > Remote Access YPN > Network (Client) Access > AnyConnect Connection Profiles
" Inroducti 1 —\[ :
. ED u|: IET . The security appliance aukomatically deploys the Cisco AnvConnect YPM Cliepk o Fefote users uson connection. The nitial client deployment require
wark (Clien ) LEGes — end-user adwiniskrative rights, The Cisco AnyConnect VPN Clisnt supports ]Fsec @( +2) buninel as well as SSL kunnel with Datagram Transport Laye
Profiles Security (DT.5) bunneling optiors
ionfLacalization | | | ( )
[ AnyConnect Clierk Protile Wccess Interfazes N =
5 AnyConnect Cliert Setti : 7 ! { )
e D'_mec I z e ngs [¥] Enable Cisco AnyConnect WP Client access on the |nt=rFace§se ¢Q:tecl i1 the table below
ii\ [vnamic Access Policies
m Group Policies S5L access musk be enabled if you allow AnyConnect dl[sn L be“launched from a browser (wieb Launch) .
IPsec({IKEv1) Connection Profiles [ ol Actees ; IPsec (IKEw2) Access
Secure Mobility Solution Interface D} ) - |
By Address Assigrment _ Allow fecess y Ega;JIe L5 Allow Access Enable Client Services | [ Device Certficate
Advanced Lalside: " | -
Clientless 5L VPN Access omz oLy ] LOnindsr
g AddLocal Users firside N 4 O
AAA Server Groups . -l—,r -
£ LDaP Attribute Map Lo Page Seting h e
Local Users gn
Host Scan Image [#] Allgws user ko seleck ion profile, identified by its alias, on the login page. Otherwise, CefaultwebYPNGroup will be the connection profile.
K Secure Deskhop Manager o r{ \
ukdown portaklogin page.
- [i] Certificate Management D }
Language Localizatior /
Eh > Conmiestion Prafi />
25 Load Balancing - : ’
Iﬁ; DHCP Server Cannecki file (kunnel groap) specifies how user is authenticated and other pararreters,
8 DMS & Add @’ Edit | [ Delete
Advanced 2110
Name | 55L Enabled | Pace Enablcd | Alnaca | Authentication Mcthad =
[-;%) Device Setup DefaulttRAGroup v il ALA(LOCAL) &?‘ 3
= ‘it
DefautWEBVPNGroup i L] AAAILOCAL) il
fﬂ Firewall A o RTINS AnanARALY e

The user, contractorl, will receive an IP address when the VPN connection is established. Which statement regarding
the IP address is true?

A. Is sourced from the contractor pool

B. Is sourced from the employee pool

C. Is sourced from the engineering pool
D. Is sourced from the management pool
E. Is a dedicated address (10.0.4.1 20)

Correct Answer: A

QUESTION 4

Cisco Secure Desktop seeks to minimize the risks that are posed by the use of remote devices in establishing a Cisco
clientless SSL VPN or Cisco AnyConnect VPN Client session. Which two statements concerning the Cisco Secure
Desktop Host Scan feature are correct? (Choose two.)

A. It is performed before a user establishes a connection to the Cisco ASA.

B. It is performed after a user establishes a connection to the Cisco ASA but before logging in.

C. Itis performed after a user logs in but before a group profile is applied.

D. Itis supported on endpoints that run a Windows operating system only.

642-647 PDF Dumps | 642-647 Practice Test | 642-647 Braindumps 4/6


https://www.lead4pass.com/642-647.html
https://www.lead4pass.com/642-647.html
https://www.lead4pass.com/642-647.html

VCE & PDF https://lwww.lead4pass.com/642-647.html
2021 Latest lead4pass 642-647 PDF and VCE dumps Download
Lead4Pass.com

E. It is supported on endpoints that run Windows and MAC operating systems only.
F. It is supported on endpoints that run Windows, MAC, and Linux operating systems.

Correct Answer: BF

QUESTION 5

Which four statements about the Advanced Endpoint Assessment are correct? (Choose four.)

A. It examines the remote computer for personal firewall applications.

B. It examines the remote computer for antivirus applications.

C. It examines the remote computer for antispyware applications.

D. It examines the remote computer for malware applications.

E. It does not perform any remediation, but it provides input that can be evaluated by DAP records.

F. It performs active remediation by applying rules, activating modules, and providing updates where applicable.

Correct Answer: ABCF
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