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QUESTION 1

Which statement is true about configuring the Cisco ASA for Active/Standby failover?
A. All versions of Cisco ASA software need to have the same licensing on both devices.
B. Both devices perform load sharing until a failure occurs.

C. All VPN-related configurations and files are automatically replicated.

D. VPN images, profiles, and plug-ins must be manually provisioned to both devices.

Correct Answer: D

QUESTION 2

A temporary worker must use clientless SSL VPN with an SSH plug-in, in order to access the console of an internal
corporate server, the projects.xyz.com server. For security reasons, the network security auditor insists that the
temporary user is restricted to the one internal corporate server, 10.0.4.18. You are the network engineer who is
responsible for the network access of the temporary user.

What should you do to restrict SSH access to the one projects.xyz.com server?

A. Configure access-list temp_user_acl extended permit TCP any host 10.0.4.18 eq 22.

B. Configure access-list temp_user_acl standard permit host 10.0.4.18 eq 22.

C. Configure access-list temp_acl webtype permit url ssh://10.0.4.18.

D. Configure a plug-in SSH bookmark for host 10.0.4.18, and disable network browsing on the clientless SSL VPN
portal of the temporary worker.

Correct Answer: C

QUESTION 3

In Cisco ASDM v6.4, what are four ways to implement single sign-on (SSO)? (Choose four.)
A. Use SSO for smart tunnels.

B. Use Kerberos SSO.

C. Use the HTTP Form protocol.

D. Use a dedicated SSO server.

E. Use SSO for application plug-ins.

F. Use auto sign-on for servers that do not require authentication credentials.

Correct Answer: ACDE
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QUESTION 4

While configuring a new clientless SSL VPN group in Cisco ASDM, the administrator chooses to accept a number of the
default parameter values. The administrator decides to view the actual value for the parameter, rather than just checking
the inherit box.

Under which default group can the administrator verify the default value for the group parameter?

A. DefaultRAGroup

B. Default WEBVPNGroup

C. DflitGrpPolicy

D. DefaultSVCGroup

Correct Answer: C

QUESTION 5

Some users are having problems connecting via clientless SSL VPN, while other users are experiencing no problems.
What is one possible cause of this issue?

A. The Cisco ASA identity certificates have not been generated.

B. SSL version checking is enabled, and clients are connecting with denied versions.
C. SSL VPN termination is not enabled.

D. The Cisco ASA identity certificate is not bound to the SSL interface.

Correct Answer: B
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