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QUESTION 1

Which two statements are true regarding the Cisco IPS appliance traffic normalizer? (Choose two.)
A. It only operates in inline mode.

B. It operates in one of three modes: symmetric, loose, or asymmetric.

C. It can help prevent false negatives that are caused by evasions.

D. It can help ensure that Layer 7 traffic conforms to its protocol specifications.

E. It will not modify fragmented IP traffic.

Correct Answer: AC

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/white_paper_cl11- 459025.html

QUESTION 2

Which four statements about the blocking capabilities of the Cisco IPS appliance are true? (Choose four.)
A. The three types of blocks are: host, connection, and network.

B. Host and connection blocks can be initiated manually or automatically when a signature is triggered.
C. Network blocks can only be initiated manually.

D. The Device Login Profiles pane is used to configure the profiles that the network devices use when logging into the
Cisco IPS appliance

E. Multiple Cisco IPS appliances can forward their blocking requests to the master blocking sensor.
F. Pre-Block and Post-Block ACLs are applicable for blocking or rate limiting.
Correct Answer: ABCE

http://www.cisco.com/en/US/docs/security/ips/7.0/command/reference/crCmds.html#wp765330
http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_blocking.html#wp2 216370

It appears that block network is not available from the ARC module.

D is definitely incorrect

Use the Device Login Profiles pane to configure the profiles that the sensor uses when logging in to blocking devices.
F is also incorrect

Pre-Block and Post-Block ACLS do not apply to rate limiting.

QUESTION 3
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The AIP-SSC differs from the AIP-SSM in which three ways? (Choose three.)
A. It uses the ASA backplane as its monitoring interface.

B. It does not support fail open operation.

C. It does not support global correlation.

D. It does not support custom signatures.

E. It supports only one virtual sensor.

F. It does not support inline operation.

Correct Answer: CDE

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps6032/ps6094/ps6120/ps6825/
product_data_sheet0900aecd80404916 ps6120_ Products_Data_Sheet.html

QUESTION 4

Which two Cisco IPS appliance features are implemented using input data from the Cisco SensorBase? (Choose two.)
A. global correlation

B. anomaly detection

C. reputation filters

D. botnet traffic filters

E. OS fingerprinting

F. threat detection

Correct Answer: AC

QUESTION 5

When upgrading a Cisco IPS AIM or IPS NME using manual upgrade, what must be performed before installing the
upgrade?

A. Disable the heartbeat reset on the router.

B. Enable fail-open IPS mode.

C. Enable the Router Blade Configuration Protocol.

D. Gracefully halt the operating system on the Cisco IPS AIM or IPS NME.
Correct Answer: A

http://www.cisco.com/en/US/docs/security/ips/7.0/release/notes/18483_01.html Using manual upgrade:
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if you want to manually update your sensor, copy the 7.0(1)E3 update files to the directory on the server that your
sensor polls for updates.

when you upgrade the AIM IPS or the NME IPS using manual upgrade, you must disable heartbeat reset on the router
before installing the upgrade. You can reenable heartbeat reset after you complete the upgrade. If you do not disable

heartbeat reset, the upgrade can fail and leave the AIM IPS or the NME IPS in an unknown state, which can require a
system reimage to recover.
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