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QUESTION 1

| =1l

You can click the grey buttons atthe hottom of this frame to view the different windows.

To minimize the windaw, click the [ Ta maove the window, click the title bar and drag the window.
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Lzing Ciscaol Manager (10M3, answer the multiple choice questions.
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« EventAction Overrides

+  Deny Attacker Inline
+ Produce Alert

+ userlD: cisco
+  password: cisco123

+ ResetTCP Conneclion
+  Modify the Red Threat Threshald
+  Nedify value to 80 to enable the new risk category to be included in the Red
threshold level for network security health statistics alert threat categorizalion.
+  Rememhberto save and apply all changes as needed

‘fou are the network security administrator responsible for operation and maintenance of your
crganization's Cisco IPS sensor appliance. You have noticed recent malicicus activity that
must be more clesely monitored and you have configured custom parameter tuning to detect
and mitigate this activity. You will be required to perform the following tasks:

«  Yerify and enahle this feature forthe rules0 instance.
+  Risk Category named MYCUSTCMRISK

+  (Create 3 custom Risk Category named MYCUSTOMRISK.

+  Assign this category a risk threshold of 30

*  HModify the new MYCUSTOMRISK category to take the following actions:

To access the Cisco IPS sensor, click the client PC to launch Ciscao DI,

Scenario Topelegy

Topology

Internet

IManagement
Server

B ASDM-IDM Launcher ¥1.5(37)

2, Ciag ASON- DM Launcher 21

Device TP Add_ress-,l’ Mame: |1?2.26.26‘53

=

Username: |

Passiword: |

] Runin Dema Mode

{ Close

O £ &
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3% sensor Information - sensor

Host Narnet ips
1PS Yersion: T0(2)E3
In Bypass: No

Total Sensing Interfaces; 4
Analysis Engine Status: <0 Running

€CIsc

1 Address: 172.26.26.59 o et

Device Type: IP§-4240-K9

Total Memoryt 1964 MB

Total Data Storage; 768 MB
Normally

I
l,u L

CPU Usage

Mermory Usage

Updated 11:37:35 AM(®) (&) (¢

o A
& critical « Normal

" Add Gadgets (4) Add Das

Updated 11;37:35 AM () &

syen [N 7+

analysis Engine ) 111E11INNARERNRRRRRRRN 2 L Y —
Disk Usage - T — License Status: No License
boot ¢ (TTNITXEITIETTTRRRRBRNRRRRY 1%~ Signature Yersion: (3 425.0
system & (TTTTEXEITIT SRRRRENRONRRERE 4+ Relsased On: Aug 16, 2009 8:00:00 PM EDT
spplicatior-log ) (TTNTHNRNARNRRERRRNRRRNY =+ Applisd O Oct 15, 2009 3:43:54 PM EDT
Auto Update Status: Not Checked

pplication-data ) [TTTTITITRRRERERAEREEON ==

0 DM 7.0 - 172.26,26.5

[affh Metwork
$ Alowed Hosts[Metworks

Time
Users

Back () Refr

‘? Help

Configuration > Sensor Setup > Startup Wizard

The Startup wizard assists you in configuring your Cisca IPS
sensor, Lise this wizard to perform basic sensor configuration,

The Startup wizard can be un at any time, IF executed after
skartup, I is initialized with values from the current
configuration,

IDM 7.0 - 172,26.26,53

[Tk Startup Wizard
[
S Allowed Hosts/Networks

| Time
-l Users

DM 7.0 - 172.26.26.53
el

Configuration > Sensor Setup >

Specify the network and cammunig g sensor,
erver of HTTP proxy server,

Hostname: DNSJProxy Settings

Hetp Proxy Server; | |

1P Address;
Hetp Proxy Porti | |

DNS Frimary | ]

DNS Secondary: |
ONS Terbary: |

Remoke Access

Telnet is nok a secure access service and is disabled by default,

Enable Telnet

[Tk Startup Wizard
[l Metwork,
&

Time
il Users

Horne, d&) Configuration 2 tonitoring | | frack p o

Configuration = Gensor Setup > Allowed Hosts/Netwarks
Specify the addresses of all hosts or netwerks that have permission to access the sensor through the network,

1P Address Network Mask
55.0,0

172,26.26.0 255,255,255.0
192,168.0,0 255,255,0,0

<
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What action will the sensortake regarding IP addresses listed as known bad hosts in the Cisco SensorBase network?
A. Global correlation is configured in Audit mode for testing the feature without actually denying any hosts.

B. Global correlation is configured in Aggressive mode, which has a very aggressive effect on deny actions.

C. It will not adjust risk rating values based on the known bad hosts list.

D. Reputation filtering is disabled.

Correct Answer: D

http://iwww.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_collaboration.html# wp1054333

QUESTION 2

Select and Place:

Click and drag the IPS deployment mode on the left to the correct description on the right.

e : Inspectall tr veen two network domains
inline interface pair (k‘%@?"g'e (AN cwileh:

_ -t

B

A pair nsing interfaces can be virualized into

Iple logical sensars that can be analyzed

S : P Ay tel
inline VLAN pairs 2999 separately.

O | Supported on Cisco ASA AIP-SSM, IPS AlM, and

% PR IPS NME modules.
:.'!‘_.\\l\{:. by
inline VLAN groups & N
@< 7 Physical separation between networks is desired
/‘,';.1/ and all traffic should be analyzed.
¢
selective inline analysi Canuse a hub or a network tap to copy retwork
£ traffic to a sensing interface of the Cisco IS
Sensar.

promiscuous mode

Correct Answer:
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Click and drag the IPS deployment mode on the left to the correct description on the right.

@mme VLAN pairs
©

=P

b4
_%@0 inline VLAN groups
8 5

seleciive inline analysis

inline interface pair

promiscuous mode

QUESTION 3

Which IPS alert action is available only in inline mode?
A. produce verbose alert

B. request rate limit

C. reset TCP connection

D. log attacker/victim pair packets

E. deny-packet-inline

F. request block connection

Correct Answer: E

http://www.cisco.com/web/about/security/intelligence/ipsmit.html
Inline Mode Event Actions

The following actions require the device to be deployed in Inline mode and are in affect for a user- configurable default
time of 3600 seconds (60 minutes). Deny attacker inline: This action is the most severe and effectively blocks all
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communication from the attacking host that passes through the IPS for a specified period of time. Because this event
action is severe, administrators are advised to use this only when the probability of false alarms or spoofing is minimal.

Deny attacker service pair inline: This action prevents communication between the attacker IP address and the
protected network on the port in which the event was detected. However, the attacker would be able to communicate on
another

port that has hosts on the protected network. This event action works well for worms that attack many hosts on the
same service port. If an attack occurred on the same host but on another port, this communication would be allowed.
This

event action is appropriate when the likelihood of a false alarm or spoofing is minimal. Deny attacker victim pair inline:
This action prevents the attacker from communicating with the victim on any port. However, the attacker could

communicate with other hosts, making this action better suited for exploits that target a specific host. This event action
is appropriate when the likelihood of a false alarm or spoofing is minimal.

Deny connection inline: This action prevents further communication for the specific TCP flow. This action is appropriate
when there is the potential for a false alarm or spoofing and when an administrator wants to prevent the action but not

deny further communication. Deny packet inline: This action prevents the specific offending packet from reaching its
intended destination.

Other communication between the attacker and victim or victim network may still exist. This action is appropriate when
there is the potential for a false alarm or spoofing. Note that for this action, the default time has no effect.

Modify packet inline: This action enables the IPS device to modify the offending part of the packet. However, it forwards
the modified packet to the destination. This action is appropriate for packet normalization and other anomalies, such as

TCP segmentation and IP fragmentation re-ordering.

QUESTION 4

Select and Place:

‘ Click and drag the Cisco IPS module on the left to the correct device that it supports on the right. ‘

25

L [« 3
AP-SSM > IR
o ASA 5520
@" Catalyst 6500
IPS AIM or IPS NME
'@ ASA 5505 |
AIP-SSC ¥

Correct Answer:
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IPS AlM or IPS NME

AIP-55M

IDSM-2

AIP-55C

QUESTION 5

Refer to the exhibit. What does the Deny Percentage setting affect?
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MY-FILTER
@ Yes (" No
Signature ID: 2100
Subsignature ID: 0-255
Attacker IPw4 Address: 10.2.1.1
Attacker IPv6 Address: ::0-FFFF:FEFF:FFFF:FFFF:FFFF:FFFF:
Attacker Port: 0-65535
Victim IPw4 Address: | 0.0.0.0-255.255.255.255 %
Victim IPv6 Address: | ::0-FFFF:FFFF:FFFF:FFF

Victim Port: 0-65535
Risk Rating: 0 to1 0

Actions to Subtract: Produce

B ovant
el ant
L X NOANTY

A. the percentage of the signatures to be tuned by the event action filter

B. the percentage of the Risk Rating value to be tuned by the event action filter

C. the percentage of packets to be denied for the deny attacker actions

D. the percentage of the signatures to be tuned by the event action overrides

Correct Answer: C
http://www.cisco.com/en/US/docs/security/ips/7.0/configuration/guide/idm/idm_event_action_rules.
html#wp2032330

?eny Percentage--Determines the percentage of packets to deny for deny attacker features. The valid range is 0 to 100.
The default is 100 percent.
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