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QUESTION 1

The threat rating is calculated using which two factors? (Choose two.)
A. event action overrides

B. attack severity rating

C. risk rating

D. preventative actions taken by the Cisco IPS sensor

E. target value rating

F. attack relevancy rating

Correct Answer: CD

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_white_paper09
00aecd806e7299.html

QUESTION 2

Which two IPS appliance configuration options are used in conjunction with the attack relevance rating feature?
(Choose two.)

A. OS mappings

B. OS risk category levels
C. passive OS fingerprinting
D. OS target value rating

E. OS event action filter

F. OS event action override
Correct Answer: AC

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_white_paper09
00aecd80191021.html

QUESTION 3

Select and Place:
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‘ Click and drag the Cisco IPS module on the left to the correct device that it supports on the right.
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Correct Answer:

Click and drag thz Cisco |PS module on the left to the correct device that it supports on the right.
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QUESTION 4

When upgrading a Cisco IPS AIM or IPS NME using manual upgrade, what must be performed before installing the
upgrade?

A. Disable the heartbeat reset on the router.

B. Enable fail-open IPS mode.

C. Enable the Router Blade Configuration Protocol.

D. Gracefully halt the operating system on the Cisco IPS AIM or IPS NME.

Correct Answer: A

http://www.cisco.com/en/US/docs/security/ips/7.0/release/notes/18483_01.html Using manual upgrade:

if you want to manually update your sensor, copy the 7.0(1)E3 update files to the directory on the server that your
sensor polls for updates.

when you upgrade the AIM IPS or the NME IPS using manual upgrade, you must disable heartbeat reset on the router
before installing the upgrade. You can reenable heartbeat reset after you complete the upgrade. If you do not disable

heartbeat reset, the upgrade can fail and leave the AIM IPS or the NME IPS in an unknown state, which can require a
system reimage to recover.
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QUESTION 5

Which rating is determined by adjusting the risk rating with respect to preventative actions taken by the sensor?
A. attack severity rating

B. attack relevancy rating

C. damage assessment rating

D. hazard rating

E. threat rating

F. event action delta

Correct Answer: E

http://www.cisco.com/en/US/prod/collateral/vpndevc/ps5729/ps5713/ps4077/prod_white_paper09
00aecd806e7299.html
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