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QUESTION 1

Refer to the exhibit.
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Which Cisco ASA feature can be configured using this Cisco ASDM screen?

A. Cisco ASA command authorization using TACACS+

B. AAA accounting to track serial, ssh, and telnet connections to the Cisco ASA
C. Exec Shell access authorization using AAA

D. cut-thru proxy

E. AAA authentication policy for Cisco ASDM access

Correct Answer: D

http://www.cisco.com/en/US/docs/security/asa/asa72/asdm52/user/guide/aaarules.html

And from http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/access_idfw.html#wpl 324095

Configuring Cut-through Proxy Authentication

In an enterprise, some users log onto the network by using other authentication mechanisms, such as authenticating
with a web portal (cut-through proxy) or by using a VPN. For example, users with a Machintosh and Linux client might
log in a web portal (cut-through proxy) or by using a VPN. Therefore, you must configure the Identity Firewall to allow
these types of authentication in connection with identity-based access policies. The ASA designates users logging in
through a web portal (cut-through proxy) as belonging to the Active Directory domain with which they authenticated. The
ASA designates users logging in through a VPN as belonging to the LOCAL domain unless the VPN is authenticated by
LDAP with Active Directory, then the Identity Firewall can associate the users with their Active Directory domain. The
ASA reports users logging in through VPN authentication or a web portal (cut-through proxy) to the AD Agent, which

distributes the user information to all registered ASA devices.

Users can log in by using HTTP/HTTPS, FTP, Telnet, or SSH. When users log in with these authentication methods, the

following guidelines apply:

-For HTTP/HTTPS traffic, an authentication window appears for unauthenticated users. -For Telnet and FTP traffic,

users must log in through the cut-through proxy and again to Telnet and FTP server.

-A user can specify an Active Directory domain while providing login credentials (in the format domain \username). The
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ASA automatically selects the associated AAA server group for the specified domain.

-If a user specifies an Active Directory domain while providing login credentials (in the format domain \username), the
ASA parses the domain and uses it to select an authentication server from the AAA servers configured for the Identity

Firewall. Only the username is passed to the AAA server.

-If the backslash (\) delimiter is not found in the log in credentials, the ASA does not parse a domain and authentication
is conducted with the AAA server that corresponds to default domain configured for the Identity Firewall.

-If a default domain or a server group is not configured for that default domain, the ASA rejects the authentication.

-If the domain is not specified, the ASA selects the AAA server group for the default domain that is configured for the
Identity Firewall.

QUESTION 2

When troubleshooting redundant interface operations on the Cisco ASA, which configuration should be verified?

A. The name if configuration on the member physical interfaces are identical.

B. The MAC address configuration on the member physical interfaces are identical.

C. The active interface is sending periodic hellos to the standby interface.

D. The IP address configuration on the logical redundant interface is correct.

E. The duplex and speed configuration on the logical redundant interface are correct.

Correct Answer: D

Concept A logical redundant interface is a pair of an active and a standby physical interface. When the active interface
fails, the standby interface becomes active. From firewall perspective this event is completely transparent and can be
viewed as a single logical interface. We can use redundant interfaces to increase the security appliance reliability. This
feature is separate from device-level failover, but you can configure redundant interfaces as well as failover if desired.
We can configure upto 8 redundant interfaces.

Redundant interface are number from 1 to 8 and have the name redundant X. When adding physical interfaces to the
redundant pair, please make sure there is no configuration on it and interface is also in no shutdown state. This is just a
precaution, the firewall will remove these settings when adding the physical interface to a new group. The logical

redundant interface will take the MAC address of the first interface added to the group.

This MAC address is not changed with the member interface failures, but changes when you swap the order of the
physical interfaces to the pair.

Once we have configured a redundant interface, we can assign it a name and a security level, followed by an IP
address. The procedure is the same as with any interface in the system.

Configuration --> interface GigabitEthernet0/0 no nameif no security-level no ip address ! interface GigabitEthernet0/1
no nameif no security-level no ip address interface Redundantl member-interface GigabitEthernet0/0 member-interface
GigabitEthernet0/1 nameif outside security-level O ip address 1.1.1.1 255.255.255.0

Verify You can use the following command to verify---> ciscoasa(config)# show interface redundant 1 Interface

Redundantl "outside", is up, line protocol is up Hardware is i82546GB rev03, BW 1000 Mbps, DLY 10 usec Auto-
Duplex(Full-duplex), Auto-Speed(100 Mbps) MAC address 5475.d0d4.9594, MTU 1500 IP address 1.1.1.1, subnet
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mask 255.255.255.0 27 packets input, 12330 bytes, 0 no buffer Received 27 broadcasts, 0 runts, 0 giants O input errors,
0 CRC, 0 frame, 27 overrun, 0 ignored, 0 abort 10 L2 decode drops 1 packets output, 64 bytes, 0 underruns 0 output
errors, 0 collisions, 0 interface resets 0 late collisions, 0 deferred 0 input reset drops, 0 output reset drops input queue
(curr/max packets): hardware (5/25) software (0/0) output queue (curr/max packets): hardware (0/1) software (0/0)

Traffic Statistics for "outside": 17 packets input, 7478 bytes 1 packets output, 28 bytes 17 packets dropped 1 minute
input rate 0 pkts/sec, 92 bytes/sec 1 minute output rate 0 pkts/sec, 0 bytes/sec 1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, O pkts/sec

Redundancy Information:

Member GigabitEthernetO/0(Active), GigabitEthernet0/1 Last switchover at 23:13:03 UTC Dec 15 2011

QUESTION 3

Refer to the exhibit.

%ASA-2-106006. Deny inbound UDP from 10.1.1:1/520 to 224.0.0.9/520 on inierface outss
%ASA-2-106006: Deny inbound UDP from 192:168.1.1/520 to 224.0.0.9/520 on interface #

A Cisco ASA in transparent firewall mode generates the log messages seen in the exhibit. What should be configured
on the Cisco ASA to allow the denied traffic?

A. extended ACL on the outside and inside interface to permit the multicast traffic

B. EtherType ACL on the outside and inside interface to permit the multicast traffic

C. stateful packet inspection

D. static ARP mapping

E. static MAC address mapping

Correct Answer: A

http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/mpf.html#wp1101685

Allowing Broadcast and Multicast Traffic through the Transparent Firewall In routed firewall mode, broadcast and
multicast traffic is blocked even if you allow it in an access list, including unsupported dynamic routing protocols and

DHCP (unless you configure DHCP relay). Transparent firewall mode can allow any IP traffic through. This feature is
especially useful in multiple context mode, which does not allow dynamic routing, for example.

QUESTION 4

On the Cisco ASA Software Version 8.4.1, which three parameters can be configured using the set connection
command within a policy map? (Choose three.)
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A. per-client TCP and/or UDP idle timeout

B. per-client TCP and/or UDP maximum session time

C. TCP sequence number randomization

D. maximum number of simultaneous embryonic connections

E. maximum number of simultaneous TCP and/or UDP connections

F. fragments reassembly options

Correct Answer: CDE
http://www.cisco.com/en/US/docs/security/asa/asa82/command/reference/s1.html#wp1424045

set connection

To specify connection limits within a policy map for a traffic class use the set connection command in class configuration mode. To remove these specifications, thereby
allowing unlimited connsedions, use the no form of this command.

set connection {fconn-max 1] [embryonic-conn-max 1] [per-client-embryonic-max ] [per-client-max ] [random-sequence-number {enable | disable}}}
no set connection {{conn-max #] [embryonic-conn-max ] [per-client-embryonic-max r] [per-client-max ] [random-sequence-number {enable | disable]}

Syntax Description x

conn-max Sets the maximum number of simultaneous TCP and/or UDP connections that are allowed,, p!ﬁ?een 0 and 65535,
The defaultis 9, which allows unlimited connections. For example, if two servers are c%{vﬁ o allow
simultanecus TCP andfor UDP connections, the connection limitis applied to eac senver separately.
When configured under a dass, this keyword restricts the maximum number 0f5|m‘f\m?0us connecticns that are
allowed for the entire class. In this case, one ztack host can consume all the conn 5 and leave none ofthe rest

ofthe hests matched in the access list under the class. (-“ > }
embryonic- Sets the maximum number of simultaneous embryonic connections a.#;aw ci‘_bé’tween 0 and 65535. The default is
conn-max 0, whicr allows unlimited connections. j
per-clent- Sets the maximum number of simultanecus embryonic CORIE! I/ owed per client, between 0 and §5535. A
embryonic- client is defined as the hostthat sends the inital packetat 3 fon (that builds the new connection) through the
max 1 adaptive security appliance. If an accessist is usedaith 2 et ss-mapto match trafic for this feature, tre embryonic
limitis applied per-host, ard not the curmulative em _' wWnections of all clients that match the access list. The
defaultis 0, which allows unlimited connectionsihis k rd is not available for management class maps.

per-clent-max | Sets the maximum number of simultaneous cxﬁ E@ns allowed per client, between 0 and 65535, A clientis

n defined as the host that sends the initial path "o nnection (that builds the new connection) through the adaptive
security appliance. If an access-istis us%a class-map to match fraffic for this feature, the connection limit is
applied per-host, and not the cumulativeleonRections of all clients that match the access list. The defautt is 0, which

allows unlimited connections. This & is not available for management class maps. When configured under a

class, this keyword restricts % ium number of simultanecJs connections tha: are allowed for each host that

is matched through an access yaerthe class.

random- Enables or disables TCP sequence number randomization. This keyword is not available for management class

sequence- maps. See the "Usage Guidelines” section farmaore information.

number

{enable |
disable}

QUESTION 5

Refer to the exhibit.
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add ~ I Edk [Joelete + & % B2 W - @Eniagﬁam |l Export ~ () Clea

Filter: v |is |- Any -- N
# Enabled Source Destina. .. % Action ver aed o DESCHPEHOR
= 5% Global (2 rules) U
—ml-l_
z @ any @ anw 1 ip €3 Deny Irnplicit rule

Which traffic is permitted on the inside interface without any interface ACLs configured?
A. any IP traffic input to the inside interface

B. any IP traffic input to the inside interface destined to any lower security level interfaces
C. only HTTP traffic input to the inside interface

D. only HTTP traffic output from the inside interface

E. No input traffic is permitted on the inside interface.

F. No output traffic is permitted on the inside interface.

Correct Answer: C
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