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QUESTION 1

With Cisco ASA active/standby failover, what is needed to enable subsecond failover?

A. Use redundant interfaces.

B. Enable the stateful failover interface between the primary and secondary Cisco ASA.

C. Decrease the default unit failover polltime to 300 msec and the unit failover holdtime to 900 msec.

D. Decrease the default number of monitored interfaces to 1.

Correct Answer: C

http://www.cisco.com/en/US/docs/security/asa/asa83/asdm63/configuration_guide/ha_active_sta ndby.html
Configuring the Unit and Interface Health Poll Times The adaptive security appliance sends hello packets out of each
data interface to monitor interface health. The appliance sends hello messages across the failover link to monitor unit
health. If the adaptive security appliance does not receive a hello packet from the corresponding interface on the peer
unit for over half of the hold time, then the additional interface testing begins. If a hello packet or a successful test result
is not received within the specified hold time, the interface is marked as failed. Failover occurs if the number of failed
interfaces meets the failover criteria.

Decreasing the poll and hold times enables the adaptive security appliance to detect and respond to interface failures

more quickly, but may consume more system resources. Increasing the poll and hold times prevents the adaptive
security appliance from failing over on networks with higher latency.

QUESTION 2

Which option can cause the interactive setup script not to work on a Cisco ASA 5520 appliance running software
version 8.4.1?

A. The clock has not been set on the Cisco ASA appliance using the clock set command.
B. The HTTP server has not been enabled using the http server enable command.

C. The domain name has not been configured using the domain-name command.

D. The inside interface IP address has not been configured using the ip address command.

E. The management 0/0 interface has not been configured as management-only and assigned a name using the nameif
command.

Correct Answer: E

http://www.checkthenetwork.com/networksecurityCiscoASAl.asp shows need for nameif and
http://www.cisco.com/en/US/docs/security/asa/asa72/configuration/guide/intparam.html shows manaagement only The
ASA 5510 and higher adaptive security appliance also includes the following type: -management The management
interface is a Fast Ethernet interface designed for management traffic only, and is specified as management0/0. You
can, however, use it for through traffic if desired (see the management-only command). In

transparent firewall mode, you can use the management interface in addition to the two interfaces allowed for through
traffic. You can also add subinterfaces to the management interface to provide management in each security context for
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multiple context mode.

Append the subinterface ID to the physical interface ID separated by a period (.). In multiple context mode, enter the
mapped name if one was assigned using the allocate- interface command.

For example, enter the following command:

hostname(config)# interface gigabitethernet0/1.1

Step 2 To name the interface, enter the following command: hostname(config-if)# nameif name

The name is a text string up to 48 characters, and is not case-sensitive. You can change the name by reentering this
command with a new value. Do not enter the no form, because that command causes all commands that refer to that
name

to be deleted.

Step 3 To set the security level, enter the following command:

hostname(config-if)# security-level number Where number is an integer between 0 (lowest) and 100 (highest).

Step 4 (Optional) To set an interface to management-only mode, enter the following command:

hostname(config-ify# management-only The ASA 5510 and higher adaptive security appliance includes a dedicated
management interface called Management 0/0, which is meant to support traffic to the security appliance. However, you
can

configure any interface to be a management- only interface using the management-only command. Also, for

Management 0/0, you can disable management-only mode so the interface can pass through traffic just like any other
interface.

QUESTION 3

Refer to the exhibit.
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Which three CLI commands are generated by these Cisco ASDM configurations? (Choose three.)
A. object-group network testobj

B. object network testobj

C. ip address 10.1.1.0 255.255.255.0

D. subnet 10.1.1.0 255.255.255.0

E. nat (any,any) static 192.168.1.0 dns

F. nat (outside,inside) static 192.168.1.0 dns

G. nat (inside,outside) static 192.168.1.0 dns

H. nat (inside,any) static 192.168.1.0 dns

I. nat (any,inside) static 192.168.1.0 dns

Correct Answer: BDE

http://www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/inspect_basic.html#wp 1350877

When DNS inspection is enabled, DNS rewrite provides full support for NAT of DNS messages originating from any
interface.

If a client on an inside network requests DNS resolution of an inside address from a DNS server on an outside interface,
the DNS A-record is translated correctly.

If the DNS inspection engine is disabled, the A-record is not translated.
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As long as DNS inspection remains enabled, you can configure DNS rewrite using the alias, static, or nat commands.
DNS Rewrite performs two functions:

-Translating a public address (the routable or "mapped" address) in a DNS reply to a private address (the "real"
address) when the DNS client is on a private interface. -Translating a private address to a public address when the DNS

client is

on the public interface.

QUESTION 4

Which two statements about Cisco ASA 8.2 NAT configurations are true? (Choose two.)

A. NAT operations can be implemented using the NAT, global, and static commands.

B. If nat-control is enabled and a connection does not need a translation, then an identity NAT configuration is required.
C. NAT configurations can use the any keyword as the input or output interface definition.

D. The NAT table is read and processed from the top down until a translation rule is matched.

E. Auto NAT links the translation to a network object.

Correct Answer: AB

http://www.cisco.com/en/US/products/ps6120/products_configuration_example09186a008046f3 la.shtml#IN1

QUESTION 5

Refer to the exhibit.

o 10.2.2.0 255,265 256 .0 [14] via 172.16.1.1C, dmz I
S 10.z.3.0 255265265 D720] wia 172.16.1.11, dmigsus

Which Cisco ASA CLI commands configure these static routes in the Cisco ASA routing table?

A. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 route dmz 10.3.3.0 0.0.0.255 172.16.1.11

B. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 1 route dmz 10.3.3.0 0.0.0.255 172.16.1.11 1

C. route dmz 10.2.2.0 0.0.0.255 172.16.1.10 route dmz 10.3.3.0 0.0.0.255 172.16.1.11 2

D. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 route dmz 10.3.3.0 255.255.255.0 172.16.1.11

E. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 1 route dmz 10.3.3.0 255.255.255.0 172.16.1.11 1
F. route dmz 10.2.2.0 255.255.255.0 172.16.1.10 route dmz 10.3.3.0 255.255.255.0 172.16.1.11 2

Correct Answer: F
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http://www.cisco.com/en/US/docs/security/asa/asa82/configuration/guide/route_static.html#wpl 121521

Command Purpose
This enables you to add a static route.

route 1f name dest ip mask gateway ip

[distance) The dest ip end mask is the IP address
for the destination network and the

Examoie: gateway_ip isthe @ddress of the next-hop

hostnene (config)# route outside 10.10.10.0 [routerThe ade E5es you specify for the

255.755.255.0 192.168.-.1 [1] static rodte dre the addresses that are in
the packetBefore entering the ASA and
perfarmming MAT

The ﬁr'stanceis the administrative

Stance for the route. The defaultis 1 if
ou do not specify a value. Administrative
distance is a parameter used to compare
routes among different routing protocols.
The default administrative distance for
static roites is 1, giving it precedence
over routes d scovered by dynamiz routing
protocals butnot directly connect routes.

The default administrative distance for
routes discovered by O3PF is 110 Ifa
static route has the same administrative
distance as & dynamic route, the static
routes take pecedence. Connected
routes always take precedence ov
or dynamically discovered routes.
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