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QUESTION 1

What is the reason that you want to configure VLANs on a security appliance interface? 

A. for use in multiple contextmode, where you can map only VLAN interfaces to contexts 

B. for use in conjunction with device-level failover to increase the reliability of your security appliance 

C. to increase the number of interfaces available to the network without adding additional physical interfaces or security
appliances 

D. for use in transparent firewall mode, where only VLAN interfaces are used 

Correct Answer: C 

 

QUESTION 2

Recently, a branch office of your company has upgraded its network by changing the network topology of the branch,
and the site-to-site VPN tunnel that runs between the branch and the corporate office has been reconfigured to perform
Reverse Route Injection to accommodate the recent change. You are performing OSPF between the corporate Cisco
ASA security appliance and routers on the internal network. Assume that the VPN configuration is correct, which step
will be taken on the corporate Cisco ASA security appliance to make sure that these new routes are visible to internal
routers running OSPF? 

A. Reverse Route Injection uses RIP, so you must add a RIP process and redistribute the learned RIP routes into
OSPF. 

B. Reverse Route Injection requires that you configure a new OSPF process that will add these routes to the Cisco ASA
security appliance routing table. 

C. Reverse Route Injection uses static routes, so you must configure OSPF to redistribute the static routes. 

D. Reverse Route Injection uses EIGRP, so you must add an EIGRP process and redistribute the learned EIGRP routes
into OSPF. 

E. Reverse route injection requires that you add a static route for each branch-office network to the Cisco ASA security
appliance routing table. 

Correct Answer: C 

 

QUESTION 3

Which options can a clientless SSL VPN user access from a web browser without port forwarding, smart tunnels, or
browser plug-ins? 

A. web-enabled applications 

B. Microsoft Outlook Web Access 

C. files on the network, via FTP or the CIFS protocol 
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D. internal websites 

Correct Answer: ABCD 

 

QUESTION 4

The IT department of your company must perform a custom-built TCP application within the clientless SSL VPN portal
configured on your Cisco ASA security appliance. The application should be run by users who have either guest or
normal user mode privileges. In order to allow this application to run, how to configure the clientless SSL VPN portal? 

A. configure a smart tunnel for the application 

B. configure a bookmark for the application 

C. configure the plug-in that best fits the application 

D. configure port forwarding for the application 

Correct Answer: A 

 

QUESTION 5

In the default global policy, which three traffic types are inspected by default? (Choose three.) 

A. TFTP 

B. FTP 

C. ESMTP 

D. ICMP 

Correct Answer: ABC 
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