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QUESTION 1

Which Cisco product can help mitigate web-based attacks within a network? 

A. Adaptive Security Appliance 

B. Web Security Appliance 

C. Email Security Appliance 

D. Identity Services Engine 

Correct Answer: B 

 

QUESTION 2

Which command initializes a lawful intercept view? 

A. username cisco1 view lawful-intercept password cisco 

B. parser view cisco li-view 

C. li-view cisco user cisco1 password cisco 

D. parser view li-view inclusive 

Correct Answer: C 

Reference: http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_cfg/configuration/xe-3s/asr1000/sec- usr-cfg-xe-3s-
asr-1000-book/sec-role-base-cli.html#GUID-E73E7EA4-AD33-4E5D-A2FA-D5EF0B5AF61B 

 

QUESTION 3

Which statement best represents the characteristics of a VLAN? 

A. Ports in a VLAN will not share broadcasts amongst physically separate switches. 

B. A VLAN can only connect across a LAN within the same building. 

C. A VLAN is a logical broadcast domain that can span multiple physical LAN segments. 

D. A VLAN provides individual port security. 

Correct Answer: C 

http://www.cisco.com/en/US/docs/switches/datacenter/nexus5000/sw/configuration/guide/cli_rel_4_0_1a/VLANs.html 

Configuring VLANs You can use virtual LANs (VLANs) to divide the network into separate logical areas. VLANs can also
be considered as broadcast domains. Any switch port can belong to a VLAN, and unicast, broadcast, and multicast
packets are forwarded and flooded only to end stations in that VLAN. Each VLAN is considered a logical network, and
packets destined for stations that do not belong to the VLAN must be forwarded through a router. 
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QUESTION 4

Which Cisco feature can help mitigate spoofing attacks by verifying symmetry of the traffic path? 

A. Unidirectional Link Detection 

B. Unicast Reverse Path Forwarding 

C. TrustSec 

D. IP Source Guard 

Correct Answer: B 

 

QUESTION 5

Which statement about rule-based policies in Cisco Security Manager is true? 

A. Rule-based policies contain one or more rules that are related to a device\\'s security and operations parameters. 

B. Rule-based policies contain one or more rules that control how traffic is filtered and inspected on a device. 

C. Rule-based policies contain one or more user roles that are related to a device\\'s security and operations
parameters. 

D. Rule-based policies contain one or more user roles that control how user traffic is filtered and inspected on a device. 

Correct Answer: B 
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