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QUESTION 1

DRAG DROP 

Select and Place: 

Correct Answer: 

 

 

QUESTION 2
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What is the default timeout interval during which a router waits for responses from a TACACS server before declaring a
timeout failure? 

A. 5 seconds 

B. 10 seconds 

C. 15 seconds 

D. 20 seconds 

Correct Answer: A 

Reference: http://www.cisco.com/c/en/us/td/docs/routers/connectedgrid/cgr1000/1_0/software/
configuration/guide/security/security_Book/sec_tacacspl_cgr1000.html 

 

QUESTION 3

Which two options are two of the built-in features of IPv6? (Choose two.) 

A. VLSM 

B. native IPsec 

C. controlled broadcasts 

D. mobile IP 

E. NAT 

Correct Answer: BD 

http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-tunnel.html 

IPv6 IPsec Site-to-Site Protection Using Virtual Tunnel Interface 

The IPv6 IPsec feature provides IPv6 crypto site-to-site protection of all types of IPv6 unicast and multicast traffic using
native IPsec IPv6 encapsulation. The IPsec virtual tunnel interface (VTI) feature provides this function, using IKE as the 

management protocol. An IPsec VTI supports native IPsec tunneling and includes most of the properties of a physical
interface. The IPsec VTI alleviates the need to apply crypto maps to multiple interfaces and provides a routable
interface. 

The IPsec VTI allows IPv6 routers to work as security gateways, establish IPsec tunnels between other security
gateway routers, and provide crypto IPsec protection for traffic from internal network when being transmitting across the
public 

IPv6 Internet. 

http://www.cisco.com/en/US/docs/ios/ipv6/configuration/guide/ip6-mobile.html 

Mobile IPv6 Overview 

Mobile IPv4 provides an IPv4 node with the ability to retain the same IPv4 address and maintain uninterrupted network
and application connectivity while traveling across networks. In Mobile IPv6, the IPv6 address space enables Mobile IP 

Latest 640-554 Dumps | 640-554 Practice Test | 640-554 Braindumps                                3 / 6

https://www.lead4pass.com/640-554.html
https://www.lead4pass.com/640-554.html
https://www.lead4pass.com/640-554.html


https://www.lead4pass.com/640-554.html
2021 Latest lead4pass 640-554 PDF and VCE dumps Download

deployment in any kind of large environment. No foreign agent is needed to use Mobile IPv6. 

System infrastructures do not need an upgrade to accept Mobile IPv6 nodes. IPv6 autoconfiguration simplifies mobile
node (MN) Care of Address (CoA) assignment. 

Mobile IPv6 benefits from the IPv6 protocol itself; for example, Mobile IPv6 uses IPv6 option headers (routing,
destination, and mobility) and benefits from the use of neighbor discovery. 

Mobile IPv6 provides optimized routing, which helps avoid triangular routing. Mobile IPv6 nodes work transparently even
with nodes that do not support mobility (although these nodes do not have route optimization). 

Mobile IPv6 is fully backward-compatible with existing IPv6 specifications. Therefore, any existing host that does not
understand the new mobile messages will send an error message, and communications with the mobile node will be
able to 

continue, albeit without the direct routing optimization. 

 

QUESTION 4

Which components does HMAC use to determine the authenticity and integrity of a message? (Choose two.) 

A. The password 

B. The hash 

C. The key 

D. The transform set 

Correct Answer: BC 

Reference: https://supportforums.cisco.com/document/6531/hmac 

 

QUESTION 5

Which two considerations about secure network management are important? (Choose two.) 

A. log tampering 

B. encryption algorithm strength 

C. accurate time stamping 

D. off-site storage 

E. Use RADIUS for router commands authorization. 

F. Do not use a loopback interface for device management access. 

Correct Answer: AC 

http://www.cisco.com/en/US/docs/switches/lan/catalyst6500/ios/12.2SX/best/practices/recommendations.html 
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Enable Timestamped Messages Enable timestamps on log messages: Router(config)# service timestamps log datetime
localtime show-timezone msec Enable timestamps on system debug messages: Router(config)# service timestamps
debug datetime localtime show-timezone msec 
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