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QUESTION 1

Which action is recommended to prevent an incident from spreading?
A. Shut down the switch port.

B. Reboot the system.

C. Reboot the switch.

D. Reboot the router.

Correct Answer: A

QUESTION 2

Which publication from the ISO covers security incident response?
A. 1918

B. 2865

C. 27035

D. 25012

Correct Answer: C

QUESTION 3

In the context of a network security device like an IPS, which event would qualify as having the highest severity?
A. remote code execution attempt

B. brute force login attempt

C. denial of service attack

D. instant messenger activity

Correct Answer: A

QUESTION 4
After an attack has occurred, which two options should be collected to help remediate the problem? (Choose two.)
A. packet captures

B. NAT translation table
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C. syslogs from affected devices
D. connection table information
E. NetFlow data

Correct Answer: CE

QUESTION 5

Which data is the most useful to determine if a network attack was occurring from inbound Internet traffic?
A. syslogs from all core switches

B. NetfFow data from border firewall(s)

C. VPN connection logs

D. DNS request logs

E. Apache server logs

Correct Answer: B
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