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QUESTION 1

Which is considered to be anomalous activity?

A. an alert context buffer containing traffic to amazon.com

B. an alert context buffer containing SSH traffic

C. an alert context buffer containing an FTP server SYN scanning your network
D. an alert describing an anonymous login attempt to an FTP server

Correct Answer: C

QUESTION 2

Refer to the exhibit.

12:20:31.753406 IP 192.168.10.5.51505 » 152.168.10.4.23:.Flags [5., seq 210820521, win B&5%35, El|::|‘t"|ElEI
1460,no0p,wscale 4,nop,nop,TS val 336329999 ecr 0,sackogieol], Tength O
12:20:31.754152 1P 192.168.10,4.23 > 192.168.10.5.51§_ﬂ5: Flags [R.], =seq 60991709, ack 210820522, wif
Tength O

Based on the traffic captured in the tcpdump, what is occurring?

A. The device is powered down and is not on the network.

B. The device is reachable and a TCP connection was established on port 23.
C. The device is up but is not responding on port 23.

D. The device is up but is not responding on port 51305.

E. The resend flag is requesting the connection again.

Correct Answer: C

QUESTION 3

Which three symptoms are best used to detect a TCP SYN flood attack? (Choose three.)
A. high memory utilization on target server

B. large number of sockets in SYN_RECV state on target server

C. network monitoring devices report large number of unACKed SYNSs sent to target server
D. target server crashes repeatedly

E. user experience with target server is slow or unresponsive
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Correct Answer: BCE

QUESTION 4

When investigating potential network security issues, which two pieces of useful information would be found in a syslog
message? (Choose two.)

A. product serial number
B. MAC address

C. IP address

D. product model number
E. broadcast address

Correct Answer: BC

QUESTION 5

Which two types of data are relevant to investigating network security issues? (Choose two.)
A. NetFlow

B. device model numbers

C. syslog

D. routing tables

E. private IP addresses

Correct Answer: AC
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