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QUESTION 1

Which publication from the ISO covers security incident response?
A. 1918

B. 2865

C. 27035

D. 25012

Correct Answer: C

QUESTION 2

Refer to the exhibit.

tcpdump -vvv -s 1514 -e -n 'pép[tcpflags] & tcp-syn !@Enit

What does the tcpdump command do?

A. Capture all packets sourced from TCP port 1514, resolve DNS names, print all TCP packets with the SYN flag not
equaling 0, and print the Ethernet header and all version information.

B. Capture all packets sourced from TCP port 1514, resolve DNS names, print all TCP packets except those containing
the SYN flag, and print the Ethernet header and all version information.

C. Capture up to 1514 bytes, do not resolve DNS names, print all TCP packets except for those containing the SYN
flag, and print the Ethernet header and be very verbose.

D. Capture up to 1514 bytes, do not resolve DNS names, print only TCP packets containing the SYN flag, and print the
Ethernet header and be very verbose.

Correct Answer: D

QUESTION 3

Refer to the exhibit.

12:20:31.753406 IP 192.168.10, 5.51305 > 192,168.10.4. .Flags [5., seq 210820521, win 655335, CI[:l‘C"ICIEI .
1460,n0p,wscale 4,nop,nop,TS val 336329999 ecr 0, Sar‘kmg ED'I]. Tangth 0
12 20 31.754152 IP 192.168.10, 4,23 > 152,268,140, 5 514:0‘5 Flags [R.], =seq 60991709, ack 210820522,
Tength O

Based on the traffic captured in the tcpdump, what is occurring?

A. The device is powered down and is not on the network.
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B. The device is reachable and a TCP connection was established on port 23.
C. The device is up but is not responding on port 23.

D. The device is up but is not responding on port 51305.

E. The resend flag is requesting the connection again.

Correct Answer: C

QUESTION 4

Given a Linux machine running only an SSH server, which chain of alarms would be most concerning?
A. brute force login attempt from outside of the network, followed by an internal network scan

B. root login attempt followed by brute force login attempt

C. Microsoft RPC attack against the server

D. multiple rapid login attempts

Correct Answer: A

QUESTION 5

Refer to the exhibit.

17:39:48. 549310 40:6c:8F:10:11:12 > FFfF:FF:FF:FF:FF, apP, Tength 42: Ethernet (len &), IP+4 (len 4)E|

request who-has 10.10.10.20 (ff:ff:ff:ff:ff: ) tell 10,10.10.10. length 28
17:39:48. 549571 3¢:97:02:20:21:22 > 40:6c:8F:10:11: 12 “aRP, length &60: Ethernst (len &), IPv4 (len 433%
10.10,10.20 9s-at 3c:87:0e:20:21:22, length 46

Based on the tcpdump capture, which three statements are true? (Choose three.)
A. Host 10.10.10.20 is requesting the MAC address of host 10.10.10.10 using ARP.
B. Host 10.10.10.10 is requesting the MAC address of host 10.10.10.20.

C. The ARP request is unicast.

D. The ARP response is unicast.

E. The ARP request is broadcast.

F. Host 10.10.10.20 is using the MAC address of ffff.ffff.ffff.

Correct Answer: BDE
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