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QUESTION 1

Which option should a cloud administration team implement to offer Containers-as-a-Service within a vCloud Director
deployment? 

A. VMware Pivotal Container Services 

B. VMware Container Services Extension 

C. vSphere Integrated Containers Engine 

D. VMware Photon OS 

Correct Answer: B 

Reference: https://cloud.tsugliani.fr/2018/04/vcloud-director-and-cse-part-1/ 

 

QUESTION 2

How does a VMware NSX distributed firewall function within a VMware vCloud Director environment? 

A. controls configuration of dynamic NAT rules 

B. displays concurrent connections coming into VMware vCloud Director 

C. secures application in the organization virtual data center from inside and outside threats 

D. manages the BGP and OSPF protocols 

Correct Answer: C 

Reference: https://fojta.wordpress.com/2017/03/01/vcloud-director-8-20-distributed-firewall/ 

 

QUESTION 3

An administrator is planning a new VMware vCloud Director deployment and is concerned about secure 

communications between the clients and servers. 

Which step ensures secure communications between the clients and servers? 

A. Create a single certificate for each member of the server group and import the certificates into the host keystores. 

B. VMware vCloud Director automatically creates self-signed certificates. 

C. Create two certificates for the server group and import the certificates into each cell keystore. 

D. Create a single certificate and share it with all the members of the server group. 

Correct Answer: C 
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vCloud Director uses SSL to secure communications between clients and servers. Before you install and configure a
vCloud Director server group, you must create two certificates for each member of the group and import the certificates
into host keystores 

 

QUESTION 4

What is the VMware recommended best practice to scale vCloud Director cells? 

A. Deploy N+1 cells where N is number of resource groups or n/3000 + 1 powered on virtual machines. 

B. Deploy one vCloud Director Cell per 3000 simultaneous client connections. 

C. Deploy one additional vCloud Director Cell per N where N = Virtual Machines / Resource Pools * Number of
vCenters. 

D. Deploy a one to one ratio of vCloud Director Cells per vCenter cluster. 

Correct Answer: A 

Reference: https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/vcat/vmwarearchitecting-a-vcloud-
director-solution.pdf (19) 

 

QUESTION 5

A customer wants to deploy multiple versions of an application within their organization virtual data center for quality
assurance testing. The customer has these requirements: 

vApps deployed from the same vApp template from a shared catalog Same MAC and IP address used for each vApp
template deployment VM in each App has access to some of the shared services external to the organization virtual
data center 

Which process meets the customer requirements? 

A. Enable the Fenced vApp option during the creation of the vApp. 

B. Create an isolated organization network for each vApp. 

C. Enable the distributed firewall to separate the virtual machines between vApps. 

D. Create a new organization virtual data center and organization network for each deployment of the vApp. 

Correct Answer: D 
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