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QUESTION 1

A business unit within your organization intends to deploy a new technology in a manner that places it in violation of
existing information security standards. What immediate action should the information security manager take?

A. Enforce the existing security standards and do not allow the deployment of the new technology.
B. Amend the standard to permit the deployment.

C. If the risks associated with that technology are not already identified, perform a risk analysis to quantify the risk, and
allow the business unit to proceed based on the identified risk level.

D. Permit a 90-day window to see if an issue occurs and then amend the standard if there are no issues.

Correct Answer: C

QUESTION 2

Which of the following is an accurate description of a balance sheet?

A. The percentage of earnings that are retained by the organization for reinvestment in the business
B. The details of expenses and revenue over a long period of time

C. A summarized statement of all assets and liabilities at a specific point in time

D. A review of regulations and requirements impacting the business from a financial perspective

Correct Answer: C

QUESTION 3

Which business stakeholder is accountable for the integrity of a new information system?
A. CISO

B. Compliance Officer

C. Project manager

D. Board of directors

Correct Answer: A

QUESTION 4
Which type of scan is used on the eye to measure the layer of blood vessels?

A. Facial recognition scan
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B. Iris scan
C. Signature kinetics scan
D. Retinal scan

Correct Answer: D

QUESTION 5

Scenario: Your program is developed around minimizing risk to information by focusing on people, technology, and
operations.

You have decided to deal with risk to information from people first. How can you minimize risk to your most sensitive
information before granting access?

A. Conduct background checks on individuals before hiring them

B. Develop an Information Security Awareness program

C. Monitor employee browsing and surfing habits

D. Set your firewall permissions aggressively and monitor logs regularly.

Correct Answer: A
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